TTAMATKA Ne 2.

Huopmauuonnas namamea 0as 00y4aromuxcs 0isl pasmenwieHus Ha
ouuuanrvuvix Humepunem-pecypcax

C KaxIOpIM TOJOM MOJIOACKH B HWHTEPHETE CTAHOBUTHCS OOJIbIIE, a
IIKOJIbHUKM OJHU W3 CaMbIX AKTHUBHBIX MoOJib3oBaTtened Pynera. Mexnay tew,
MIOMHUMO OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEW, MHTEPHET HECET W MPOOJICMEI.
DTa maMsgTKa JOJKHA TOMOYb TeOe 0€30IMacHO HaXOUThCS B CETH.

KoMmnbroTepHbie BUPYChI

KoMmnpioTepHslii BUPYC — 3TO Pa3HOBHUIHOCTH KOMITBIOTEPHBIX MPOTPaMM,
OTIIMYUTEIBHON OCOOEHHOCTBIO KOTOPOM SIBJISIETCS CLIOCOOHOCTh K Pa3MHOKEHHUIO.
B nomonHeHne K 3TOMy, BUPYCHl MOTYT MOBPEAUTH WJIH MOJTHOCTHIO YHUUYTOKUTH
Bce (haiiiibl U JaHHbIE, TOJKOHTPOJIbHBIE TI0JIB30BATENI0, OT UMEHU KOTOpPOro Oblia
3alylieHa 3apaxEHHasl MporpaMma, a TakkKe MOBPEAUTh WIM JaXe YHUYTOXUTb
OIEpaIlMOHHYI0O CUCTEMY CO BceMH (aiizamu B 1esoM. B OOJIBLIIMHCTBE CilydaeB
PacpOCTPaHAIOTCA BUPYChI UEPE3 UHTEPHET.

MeToabl 3alIIUTHI OT BPEAOHOCHBIX IPOrPaMMm:

1. Hcnonb3yld COBpPEMEHHBIE OINEPALMOHHBIE CHCTEMBI, HWMEIOIINE
CEpPbE3HBIA YPOBEHB 3AIIUTHI OT BPEIOHOCHBIX IIPOrPaMM;

2. [TocTosiHHO ycTaHaBnuBail mautu (IU@pOBBIE 3aIIaTKH, KOTOPHIE
ABTOMATHUYECKH YCTAHABJIMBAIOTCA C IIEJIbIO JIOPAOTKM TMPOTPaAaMMBbI) U JpPyTHE
OOHOBJICHUSI CBOEHM omepanuoHHOW cucteMbl. CkaywBali HUX TOJBKO C
opurmanpHoro  caiita paszpaborumka OC. Ecnum  cymiectByeT  pexum
aBTOMATHYECKOT0 OOHOBJICHUS, BKJIIOUHU €TO0;

3. PaboTaii Ha cBoeM KOMIIbIOTEpE MO/ TpaBaMU TMOJb30BATENsA, a HE
aIMUHUCTpATOpa. IJTO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrPaMM
WHCTAJUTMPOBATHCS HA TBOEM NIEPCOHATLHOM KOMITBIOTEPE;

4.  Hcnonb3y#l aHTUBHUPYCHBIE NPOrpaMMHBIE MPOAYKTHI H3BECTHBIX
MPOU3BOIMTEIIEH, C aBTOMAaTUYECKUM OOHOBJIEHUEM 0a3;

S. Orpannup (U3HYECKUN NOCTYN K KOMIBIOTEPY [UIsl MOCTOPOHHUX
JILL;



6. Hcnonp3yil BHEIIHWE HOCUTENH HMH(OpMaIMM, Takue Kak Quemika,
JMCK UM (paiiil U3 MHTEpHETA, TOJIBKO U3 MPOPEPEeHHBIX HCTOYHUKOB;

7. He oTkpbiBaii KOMIBIOTEPHBIEC (ailiibl, MOTYYECHHBIE M3 HEHAAEKHBIX
HUCTOYHUKOB. Jlaxke Te (ailyipl, KOTOphIEe MPHCTAT TBOK 3HAKOMBIN. Jlydllie yTouHu
y HEro, OTIIPaBJIsI JIU OH TeOe UX.

Ceru WI-FI

Wi-Fi - 370 He B niepeaun JTaHHBIX, HE TEXHOJIOTHS, a BCETo JIUIIb OpPCHI,
mapka. Eme B 1991 rony Humepianiackas KOMMAaHHS 3aperHCTpUpOBaia OpeHIT
«WECA», uto o6o3Hauano cinoBocoueranue «Wireless Fidelity», koTopsiii
MEePEBOIUTCS KaK «OeCIpOBOAHAS TOUHOCTDY.

Jlo Hailero BpeMeHH JIoIuIa apyras abbpeBuarypa, KOTopas sSBISIE€TCS TaKOU
e TexHojoruen. Ito abbpeBuarypa «Wi-Fi». Takoe Ha3BaHue ObUIO JaHO C
HAMEKOM Ha CTaHJapT BhICIIMKA 3ByKoBoOM TexHuku Hi-Fi, uto B mepeBone
03HA4YaeT «BBICOKASI TOUHOCTH.

Ja, OecriyaTHBIM MHTEPHET-A0CTYN B Kade, OTesIX U adporopTax sSBISAECTCS
OTJINYHOM BO3MOKHOCTBIO BbIXOJAa B MHTEpHET. HOo MHOruMe sKcnepThl CUMTAIOT,
yTo o0menoctynusie Wi-Fi ceTu He aBst0TCS O€30MaCHBIMU.

CogeTbl 110 0€30MaACHOCTH PadoTe B 001eTOCTYNHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro JM4YHYH0 HH(POPMAIUIO Yepe3 OOIIeI0CTyITHbIC
Wi-Fi cetu. PaboTast B HUX, KeJIaTeIbHO HE BBOIUTH IMAPOJIU JOCTYIIA, IOTUHBI U
KaKHe-TO HoMepa,

2. Hcnonb3yit 1 OOHOBIIAM aHTUBUPYCHBIE MPOTPAMMBI M OpaHaMayep.
Tem cambIM ThI 00€30MacHIlb ce0si OT 3aKaYKHU BUPyca Ha TBOE YCTPOUCTBO;

3. [Tpu ucnons3oBanuu Wi-Fi otkmoun dynkmuio «OO0mmii 10CTy K
daiinam u mpuHTepam». JlaHHas (QYHKIUS 3aKphITa MO YMOJYAHUIO, OIHAKO
HEKOTOPbIE MOJIH30BATEIN aKTUBUPYIOT €€ I yI00CTBAa UCIIOJIB30BAHUS B paboTe
uim yueode;

4, He ucnone3yiét nmyOnmunasii WI-FI nns mepenaum mUYHBIX JaHHBIX,
HanpuMmep JUIsl BIXOJA B COLIMATIBHBIE CETH WJIM B DJIEKTPOHHYIO MTOYTY;

d. Nnonwe3yid TonbKO 3aiuileHHoe coeauHeHue depe3 HTTPS, a He
HTTP, 1.e. mpu HaGope BeO-aapeca BBOAU UMEHHO «https://»;



6. B mobunbpHOM Tenedone otkimoun GyHkuuio «lloakmrouenne k Wi-Fi
aBTOMaTHYecKku». He pomyckail aBTOMaTHYECKOTO MOJKIIOYEHHUS YCTpOMCTBa K
cetsim Wi-Fi 6e3 TBoero cornacusi.

CoumnajbHblIe CeTH

ConasibHble CETH aKTUBHO BXOJAT B HAIly JKU3Hb, MHOTHE JIIOJIU PabOTaroOT
¥ J)KUBYT TaM IMOCTOSIHHO, a B Facebook y»xe 3aperucTpupoBaH MUJLTHAP]] YEIOBEK,
4TO SABJISICTCSI OJTHOW CEeIbMOM BCEX JKUTENIEH IIaHeThl. MHOTHE MOJIb30BaTEeNN HE
NOHUMAIOT, YTO MHGOpMAIKs, Pa3MEIICHHAas UMHU B COLMANBHBIX CETSIX, MOXKET
ObITh HaliieHa W HWCIOJb30BaHA KEM YTOIHO, B TOM 4YHCJIE HE 0053aTelbHO C
OJIaruMu HaMEPEHUSIMU.

OcHoBHbBIE COBEeTbI 110 0€30MACHOCTH B COIMHMAJIbHBIX CETHAX:

1. OrpaHudb CIHCOK JApy3eil. Y TeOs B JAPY3bsSX HE JOJDKHO OBITh
CITy4allHBIX ¥ HE3HAKOMBIX JIFOJICH;

2. 3amumiail cBOK 4YacTHYIO *u3Hb. He ykasbiBail maposu, TenedoHsl,
ajpeca, JaTy TBOETO POXICHUS U JPYLyl0 JIMYHYIO  HH(QOpMAIHIO.
3110yMBIIUIEHHUKHA MOTYT UCITOJIB30BaTh Jake MH(POPMAIIUIO O TOM, KaK Thl U TBOU
POJIUTENH TUIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3amuinai CBOIO pemyTaluio - JEpKU €e B YUCTOTE W 3ajiaBaii cebe
BOIIPOC: XOTeJN Obl ThI, YTOOBI IPYTH€ MOJb30BATEIN BUACIH, UTO ThI 3arpyKaeiib?
[Toxymaii, mpexie 4eM 4To-TO OMyOJIMKOBAaTh, HATUCATh U 3aTPY3UTh;

4. Ecny Thl rOBOpHUIIB C JIOJbMH, KOTOPBIX HE 3HAEllb, HE HCIOJIb3YH
CBOE pEAIbHOE UMS U JPYTYI0 JIMYHYIO MH()OpMalUU: UMs, MECTO KUTEIbCTBA,
MECTO y4eObl U IpoYEe;

S. N30erait pazmenienust potorpaduii B UnTepHeTe, rae Thl H300paxeH
Ha MECTHOCTH, IO KOTOPOIl MOXHO OMPEICIUTh TBOE MECTOTIOIOKECHHE;

6. [Ipu perucTpamuu B CONMAIBHOM CETH HEOOXOIWMO HCIIOJIb30BaTh
CJIOKHBIE MApOJIU, COCTOSIUE U3 OYKB U LU(P U C KOJUYECTBOM 3HAKOB HE MEHEE

8;

7. Jlns couuanbHOM CeTH, MOYThl W JAPYrMX CaWTOB HEO0OXO0IUMO
UCIIOJIb30BaTh pa3Hble naposu. Toraa ecnu Te0s B3JIOMAaIOT, TO 3JI0YMBIIIJICHHUKN
IIOJIy4aT JOCTYII TOJIBKO K OZTHOMY MECTY, a HE BO BCE Cpasy.



JJIeKTPOHHBbIE J€HbI'H

DJNEeKTpPOHHBIE JEHBIU — 3TO OYEHb YyAOOHBINA CHOCOO MIaTeked, OJHAKO
CYILIECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JIEHbIH.

SHCKTPOHHBIC ACHBI'M ITIOABHUJIIMCH COBCEM HCAAaBHO 1 MMCHHO HM3-3a 3TOI'O BO
MHOTUX IOCyaapCTBax A0 CUX IIOP HC IMPOIIMCAHO IIPO HUX B 3dKOHAX.

B Poccun xe oHM (QYHKIIMOHMPYIOT U O HUX YX€E MPOIMHUCAHO B 3aKOHE, Te
UX Pa3leiSI0T HAa HECKOJIBKO BHJOB — aHOHHMMHBIE U HE aHOHHMMHbIE. PasHuna B
TOM, YTO aHOHHMHBIE - 3TO T€, B KOTOPBIX pa3pelIaeTcs MpoBOIUTH ONepanun 0e3
UACHTU(UKALMY 1T0JIb30BATENSA, & B HEAHOHUMHBIX MJICHTU(UKALIUN [T0JIb30BaTENs
SBIISIETCS 00SA3aTEIBHOM.

Taxke cruemyer pas3nuyaTh dJEKTPOHHBIE (UaTHBIE JEHBIU (paBHBI
rOCyJapCTBEHHBIM BaJIOTaM) M JJIEKTPOHHbIE He(dUaTHBIE JCHBIM (HE PaBHBI
rOCYJIapCTBEHHBIM BAJIIOTaM).

OcHoBHbBIE COBETHI M0 0€30MAaCHOIi padoTe ¢ JIeKTPOHHBIMH TeHbIAMM:

1. [IpuBskn K cyeTy MOOMIBHBIM TenedoH. DTO camblii yAOOHBIM U
OBICTPBII crmoco0 BOCCTAHOBUTH JOCTyn K cueTy. IlpuBsizanHblil TenedoH
NOMOXET, €ClIM 3a0yAellb CBOM IUIATEeXHBIM Mapojib WIM 3aiJellb Ha CalT C
HE3HAKOMOT'0 YCTPOMCTBA;

2. Hcnons3ylr ogHopa3oBeie mapoiv. llocne mepexona Ha yCHIIEHHYIO
aBTOpM3aIuio Tebe yke He OyneT yrpokaTh OMACHOCTh KPakKH WJIM TepexBaTa
IJIATEKHOTO MapoJIs;

3. Bri6epu cnoxxubiit maposb. [IpectynmaukaMm OyaeT He MPOCTO yrajaaTh
CIIOKHBIN mapoisib. HazjexxHble mapoiu — 3TO Haposid, KOTOpbIE COJEp)KaT He
MEHee 8 3HAKOB M BKIIIOYAIOT B €€0sl CTPOYHBIE M MPOMHUCHBIE OYKBBI, HU(DPHI U
HECKOJIbKO CHMBOJIOB, TaKMe€ KaK 3HAK Jojuiapa, GyHTa, BOCKIUIATEbHBIN 3HAaK U
t.11. Hanpumep, $tROng!;;

4, He BBOIM CBOM JIMUHBIC TaHHBIE HAa CaliTaX, KOTOPHIM HE JOBEPSCIIIb.
DJIeKTPOHHAs MOYTA

DJIEKTPOHHAS MMOYTa — 3TO TEXHOJOTHS U MPEAOCTABISIEMbIE €10 YCIYTH T10
MEPECHUTKE U MOTYUYEHUIO IEKTPOHHBIX COOOIIECHUH, KOTOPhIE paCIpeIeioTCs B
KOMIBIOTEpHOU ceTh. OOBIYHO AJIEKTPOHHBIM TMOYTOBBIA SIIIUK  BBITJISIUAT
CIIEAYIOIIMM 00pa3oM: UM TOJIb30BaTeNsA(@uMs_JTIoMeHa. Takke KpoMe repeaadu
MPOCTOTO TEKCTA, UMEETCS BO3MOKHOCTh NIepeiaBaTh (Paiibl.



OcHOBHBIE COBeTHI M0 0€30MaCHOI padoTe C JIEKTPOHHOM MOYTOM:

1. Hano BbIOpaTh NpaBUIIBHBIN MOYTOBBIA cepBUC. B HHTEpHETE €CTh
OTPOMHBII BEIOOP OECIUIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JyUIIle TOBEPSTH TEM,
KOI'O 3Haelllb U KTO IIEPBBII B PEUTHHIE;

2. He ykaspiBaii B nuuHOM mouTe JuuHyr wHbopMamnmio. Hampumep,
JydIiie BBIOpaTh «MYy3bIKIBHBIN (aHaT@» uiu «pok2013» Bmecto «temal 3»;

3. Hcnonb3yil ABYX3TaHYI aBTOPU3aLMI0. DTO KOTJa MOMUMO HapoJs
HY’KHO BBOJUTH KOJ, MPUChUIaeMblid 10 SMS;

4, Bribepu cioxHBINA mapoib. s Kaxaoro mouyTtoBOro siyKa JT0JKEH
OBITH CBOM HAJECKHBIN, YCTOMYMBBIN K B3JIOMY I1apOJIb;

S. Ecnu ecTh BO3MOYKHOCTH HANKMCAaTh CaMOMY CBOW JIMYHBIA BOIPOC,
WCIIOJIB3YH 3Ty BO3MOYKHOCTb;

6. HNcnonb3yld HECKOJIBKO TMOYTOBBIX SIIMKOB. [IepBhI 111 4acTHOM
MEPENUCKU C aJpecaTaMmu, KOTOPBIM Thl JOBEPSEHIb. JTO JICKTPOHHBIA aApec HE
HaJI0 UCIOJIb30BaTh MPU PETUCTPALIUU HA POopyMax U CalTax;

7. He oTkpsbiBaii (haiinel U Apyrue BIOKEHUS B MUCbMaxX JaKe €CIH OHU
NPUILIM OT TBOMX Apy3el. Jlydille yTOUHM y HUX, OTIPABISUIM JIM OHH TeOe ITH
(haitbr;

8. [Tocne oxoH4YaHHsT pabOTHI Ha MOYTOBOM CEPBUCE MEPE] 3aKPbITUEM

BKJIAJIKM C CAUTOM He 3a0y/1b HA)KaTh Ha «BBIATHY.
KuobepOysimHr ujim BUPTyaJbHOE U3/1€BATEJIbCTBO

KubepOymmuar —  mpeclieioBaHrEe  COOOIECHUSIMHU,  COAEpKaIIUMU
OCKOpOIIeHMs, arpeccuro, 3aIyTUBAHUE; XYJIUTaHCTBO; COIMAITBHOE
OOWKOTHPOBAHUE C TIOMOIILIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHoBHBIE cOBeTHI M0 00pHOE ¢ KHOEPOYJIIIMHIOM:

1. He Opocaiics B 0oil. Jlyummuii crmoco0: MOCOBETOBAaTHCS Kak cedst
BECTH M, €CJIM HET TOTr0, K KOMy MOYXHO OOpaTHUTHCS, TO BHAuYaje YCTIOKOUTHCS.
Ecnu Thl HauHemb OTBEYaTh OCKOPOJIEHUSIMHU Ha OCKOPOJIGHHWS, TO TOJBKO eIle
OO0JIBIIIE Pa30XKKEIb KOHPIUKT;

2. VYnpasnsii cBoelt kubeppenyranuei;



3. AHOHUMHOCTH B ceTd MHUMasA. CyIIeCTBYIOT CIOCOOBI BBISICHUTD, KTO
CTOMUT 32 aHOHUMHBIM aKKayHTOM;

4, He cTout BecTn XyJnuraHckuil 00pa3 BUPTyabHOW *U3HHU. IHTEpHET
(¢ukcupyeT Bce TBOM JEWUCTBUS M COXpaHAET MX. YAaIUTh UX OyIeT KpaiiHe
3aTpyIHUTEIIBHO;

S. Coburoaii cBoi BUPTYaJIbHYIO YE€CTh CMOJIOJY;

6. Urnopupyit eauHuyHblii HeratuB. OJHOPA30BBIE OCKOPOUTEIBHBIC
cooOIIeHusT Jydmie UrHopupoBaTh. OOBIUHO arpeccusi MpeKpamaeTcs Ha
HaYyaJIbHOU CTauu;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSIMH,
B COLIMAJbHBIX CETAX €CTh BO3MOYKHOCTb OJIOKMPOBKU OTIIPaBKU COOOIIEHUH ¢
OIPEJEIIECHHBIX a/IPECOB;

8. Eciu Te1 cBuperens kuOepOysuiuHra. TBou JeHCTBUA: BBICTYNHTH
MPOTUB TIPECIENOBATENs], IOKa3aTb €My, 4YTO €ro JEHCTBHUS OLICHUBAIOTCSA
HETaTUBHO, MOAJEPKATh KEPTBY, KOTOPOW HYKHA IICHUXOJIOTMYECKAS] MOMOIIb,
COOOIIUTH B3POCIIBIM O (PAKTE arpecCUBHOIO MOBE/ICHUS B CETH.

MooOunbHbIi TeaedoH

CoBpemeHHbIe cMapT(HOHBI 1 TJIAHIIETHI COIEPKAT B ceOe BITOITHE B3POCIIbII
GyHKIIMOHAT, W TEmepb OHHM MOTYT KOHKYPHPOBAaTb CO CTAaIl[MOHAPHBIMHU
KoMmmbioTepamMu. OJTHAKO, CPEJICTB 3aIUTHI IS IMOJ00HBIX YCTPONCTB MOKA OYCHb
Mao. TecTMpoBaHME W TMOMUCK YSI3BUMOCTEM B HHUX MPOUCXOIUT HE TakK
WHTEHCUBHO, Kak jis [1K, To ke camoe kacaeTcs U MOOUITbHBIX MPUIIOKEHUM.

CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl YK€ TPaKTUYECKH JIOTHAIU
HACTOJbHBIE aHAJIOTH, OJIHAKO pacliupeHue (yHKIMOHATA BIEYET 3a CoOOM
OOJBIIIYIO CII0)KHOCTh M MEHBIITYIO 3aIIUIIEHHOCTb.

I[aneKo HC BCC IIPOU3BOAUTCIIM BBITYCKAKOT O6HOBJI€HI/I$[, 3aKPbIBAIOIINC
KPUTHYICCKUEC YA3BUMOCTHU AJIsI CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI I 0€30MaCHOCTH MOOMJIBLHOTO TeJie(poHA:

1. Huuero He siBseTCs mo-HACTOAIIEMY OECIUTATHBIM. byb 0CTOpOKEH,
Bellb KOTJla TeOe mpejyiaraloT OECIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKHe-TO TJIaTHBIC YCIIYTH;



2. Hymaii, npexnae yem otmnpaBuTbh SMS, ¢orto unu Buaeo. Tel TOUHO
3Haelllb, TJIe OHU OYJYT B KOHEYHOM HTOTE?

3. Heobxoammo 0OHOBIIATH OMEPAITMOHHYIO CHCTEMY TBOETO cMapTdhOHa;
4.  Hcnonb3yi aHTHBUPYCHBIC TIPOIPAMMBI JISI MOOMITBHBIX TeJIe(DOHOB;
5. He 3arpyxaii nmprJIO)KEHUS OT HEWU3BECTHOTO WMCTOYHWKA, BEIlb OHHU

MOTYT COJIEpXKAaTh BPEJIOHOCHOE MTPOTpaMMHOE 00eCIIeueHHE;

6. [locne TOro Kak Tbl BBIMACHIL C CaWTa, TIJ€ BBOAWI JIMYHYIO
nH(OpMaIUIO, 3aiiIM B HACTPOUKHU Opay3epa U yJaaiau cookies;

7. [lepuonuuecku mpoBepsi Kakue IUIATHBIE YCIYTHM aKTUBHPOBAHBI Ha
TBOEM HOMEDE;

8. JlaBaii cBOil HOMEp MOOMJIBHOTO TelePOHA TOJIBKO JIFOJISIM, KOTOPBIX
ThI 3HACIIIb U KOMY JIOBEPSICIIIb;

9. Bluetooth gomkeH ObITH BBIKIIOUEH, KOTJAa Thl UM HE TOJIb3YEIIbCS.
He 3a0bI1Bait uHOT1a IPOBEPSATH ITO.

Online urpsi

CoBpeMeHHbIE  OHJAMH-UTPBI — 3TO KpPacOYHbIE, 3axXBaTbIBAIOIINE
pasBiieueHus, OOBEAUHSIONINE COTHHU THICSY YEJOBEK MO Bcemy mupy. Mrpoku
UCCJIENYIOT JTaHHBIH UM MHp, OOIIAIOTCS JAPYT C JPYTOM, BBIMOJHSIOT 3ajaHUs,
CpakaloTCsl ¢ MOHCTPAMHM M ITOJYYarOT OIBIT. 3a YyAOBOJIBCTBUE OHM IUIATST:
MOKYTAIOT AUCK, OMJIAYMBAIOT AOOHEMEHT UJIU MPUOOPETAIOT KaKHUe-TO OMIUH.

Bce 3T cpeacTBa uayT Ha NOAIEPKAHUE U PA3BUTHE UT'PhI, 4 TAKKE HA CaMy
0€30MaCHOCTh: COBEPIICHCTBYIOTCS CUCTEMbI aBTOPHU3AIlUU, BBIMTYCKAIOTCS HOBBIE
natyu (1udpoBbIe 3arIaTKU JJIsl TPOTPaMM ), 3aKPhIBAIOTCA YS3BUMOCTH CEPBEPOB.

B mogoOGHBIX urpax CTOMT OmacaThCsi HE CTOJBKO CBOMX COTNEPHUKOB,
CKOJIKO KpaXXH TBOETO IMapojs, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPH3AIUU
OOJBIIMHCTBA UTP.

OcHoOBHbBbIE COBETHI M0 0€30ITACHOCTH TBOEI0 HI'POBOIo akKKayHTa:

1. Ecmm npyroit wurpok Beaer ce0s IUIOXO WM co3daeT Tebe
HETPUATHOCTH, 3a0JIOKUPYH €T0 B CIIHCKE UTPOKOB;

2. [Toxanylicss aIMUHHACTPATOpPaM WIPBl HA IUIOXO€ IOBEAEHUE ITOTO
WUTPOKA, JKEJIATEIBHO MPUIIOKUTH KAKUE-TO JI0KA3aTEIbCTBA B BUJIE CKPUHOB;



3. He ykaspiBail muunyto uHbopMaluio B mpodaiiie urpol;

4, YBaxkail ApyruX y4aCTHHUKOB I10 UTPE;

5. He ycranaBnuBait HeopuImaabHbIe TATIYU U MOJIBI;

6. Hcnonp3yil ClI0KHBIE U pa3Hble ApOJIH;

7. Jlaxxe BO BpeMs UIPbl HE CTOUT OTKJIIOYAaTh aHTUBUpPYC. [loka T

HUIrpaciib, TBOM KOMIIBIOTED MOTYT 3aPa3UTh.
OUINUHT WIH Kpaika JIMIHbIX JAHHbIX

OOBIYHOI KpaXkel JIEHET U IOKYMEHTOB CETO/HS YK€ HUKOTO He yIuBH{IIb,
HO C pAa3sBUTHEM HHTEPHET-TEXHOJIOTUN 3JIOYMBIIUICHHUKA IIEPEMECTUIUCH B
UHTEPHET, U MPOJOJLKAIOT 3aHUMATHCS «IFOOMMBIMY JIEJIOM.

Tak mnosiBuiIach HOBas yrposa: MHTEPHET-MOIICHHUYECTBA WIHM (DUIIUHT,
rJIaBHas 1€Jb KOTOPOTO COCTOMT B TMOJYYEHUU KOH(PUACHIIMAIBHBIX JaHHBIX
M0JIb30BaTENIeW — JIOTMHOB U maposeil. Ha anrmuiickoM si3bike phishing ynurtaercs
kak ¢umuHr (0T fishing — peIOHAas 0B, password — Haposb).

OcHoBHBIE cOBeTHI 0 00pbHOE ¢ PUINMHTOM:

1. Crmenu 3a CBOMM akkayHTOM. Ecimu Thl mojgo3peBaelib, YTO TBOS
aHKeTa ObUIa B3JIOMaHa, TO HEOOXOIUMO 3a0JIOKUPOBaTh €€ U COOOIIUTH
aJMUHHACTpATOpaM pecypca 00 ATOM KaK MOXKHO CKOpee;

2. Hcnonb3yit Oe3omacHbie BeO-CaiThl, B TOM 4YHUCJE, HHTEPHET-
Mara3uHOB U TTIOMCKOBBIX CUCTEM;

3. Hcrnonb3yil cloXKHBIE U pa3Hble Mapoiiu. Takum oOpa3zoM, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA TOJy4aT JOCTYI TOJBKO K OJHOMY TBOEMY
po U0 B CETH, a HE KO BCEM;

4, Ecnmu Tebst B3moManu, TO HEOOXOIMMO MPEAYNPEAUTh BCEX CBOUX
3HAKOMBIX, KOTOpBIE JI00aBICHBI y T€OS B JIPY3bAX, O TOM, YTO TEOS B3JIOMANH H,
BO3MOYKHO, OT TBOETO MMEHH OYJIET PacCchlIaThCs CIIaM M CChUIKHA Ha (PUIITMHTOBBIE
CaWTHI;

d. YcranoBu HagexHbil apoiib (PIN) Ha MOOMIBHBIN TenedoH;

6. OTkJiTroun coXpaHeHue mapodsi B Opaysepe;



7. He otkpsiBaii ¢aitibl u Apyrue BIOKEHHUS B MUCbMax JIaXXe €ClIH OHH
IOPUILUIM OT TBOUX Jpy3eil. Jlyulie yTouHM y HHMX, OTHPABISIIM JIM OHU TeOe 3TU
(haitbl.

Hudposas penyranus

[{udposas permyTarus - 3TO HETaTUBHAS WJIM MO3UTHBHAS WH(OpMAIUs B
cetu o Tebe. Kommpomerupyromas uHbopmalus pa3MelleHHas B WHTEPHETE
MOKET CEPhE3HBIM 00pa30M OTPa3UThCS HA TBOEH peanbHOU xku3HU. «{udposas
pernyTarus - 3T0 TBOM UMUK, KOTOPBIA opMupyeTcs u3 uHbopmaiuu o Tede B
UHTEpHETE.

TBoe mecTo KHUTCJIIBCTBA, y‘I€6LI, TBOC q)HHaHCOBOe ITOJIOXKCHHC,
O0COOCHHOCTH XapaKTepa U paCCKa3kbl O OJIM3KHUX — BCE ATO HAKAIJIMBAETCS B CETH.

MHorue noApoCTKH JIETKOMBICIEHHO OTHOCATCA K MyONMKalMM JMYHOM
uHpopMaluu B MHTepHETE, HE MOHMMAsi BO3MOXKHBIX IocieAcTBUil. Thl naxke He
CMOJKeIIb IorafaTbCsi O TOM, 4To ¢ororpadusi, pa3MelleHHas 5 JeT Ha3al, cTaja
NPUYUHON OTKa3a MPUHATH T€0s HA paldoTy.

KommenTapuu, pasmelenie TBoux (otorpaduii U apyrue AeiMcTBUs MOTYT
HE HCYE3HYTh JaKe TOCIEe TOr0, KaK Thl WX YyAalmullb. Thl HE 3Haelb, KTO
COXpaHWJ OTy uH(OpMalIMIO, ToNajga JHU OHAa B TIOMCKOBBIE CHCTEMBI H
COXpaHWIach JIM OHA, a TJIABHOE: YTO MOAYyMAarOT O TeOe OKpYyXkKarollee U,
KOTOpbIE€ HAWAYT U YBUAAT 3T0. HaliTh MH(OpMaALMIO MHOTO JIET CITYCTS CMOYKET
100011 — Kak U3 JOOPHIX TOOYKICHHI, TaK U C HAMEPEHUEM TPUUYUHUTH Bped. ITO
MOXET OBITh KTO YTOIHO.

OcHoOBHBIE cOBeTHI MO 3amUTe HUGPOBOH penmyTANNM:

1. [Togymaii, mpexzae 4em 4To-TO MyOJMKOBaTh W MepeaaBath y ce0s B
0J10TE WX B COLIMAJILHOM CETH;

2. B Hactpoiikax mpoduisi yCTaHOBU OrpaHUYEHUS Ha MPOCMOTP TBOETO
npoduIsi ¥ €ro COACPAKUMOTr0, cliesiaidl ero TOJIBKO «IJIsl APY3eiln;

3. He pa3smemaii u He yka3bpiBaili MHGOpPMAIHIO, KOTOpas MOXKET KOro-
00 OCKOPOJISATh WJIU OOUKATh.



ABTOpCKOE PaBo

CoBpeMEHHbIE  NIKOJNHHUKA—  aKTHUBHBIC  TOJIb30BaTeM  MHU(PPOBOTO
npoctpaHcTBa. OQHAKO JajleKko HE BCE 3HAIOT, YTO I0Jb30BAHWE MHOTUMU
BO3MOXHOCTSIMU  LM(ppoBOoro  Mupa  TpeOyeT  coONoleHHs TpaB  Ha
WHTEJUIEKTYalIbHYIO0 COOCTBEHHOCTb.

TepMuH «uHTEINIEKTyalbHasi COOCTBEHHOCTH» OTHOCHUTCS K Pa3jIM4YHbIM
TBOPEHUSIM YEJIOBEYECKOTO yMa, HauyMHas C HOBBIX H300pETEHUN U 3HAKOB,
0003HavaloIMX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH , U 3aKaHUMBAsi KHUTaMH,
dboTorpadusiMu, KHUHOQUIbMaMH U MY3bIKQJIbHBIMU MTPOU3BECHUSMHU.

ABTOpCKHE TpaBa — 3TO MpaBa Ha MHTEIUICKTYaJIbHYI0 COOCTBEHHOCTHh Ha
MIPOU3BEACHUS HAYKH, JINTEPATYPHl U UCKyCCTBa. ABTOPCKHE MpaBa BBHICTYNAIOT B
KaueCTBE TapaHTHUU TOTO, YTO HHTEJIEKTYaJbHBIA/TBOPUECKUN TPYyJl aBTOpa HE
OyZeT HampacHbIM, JacT €My CIpaBeUIMBbIE BO3MOYKHOCTH 3apaboTaTh Ha
pe3ynbTarax CBOETr0 TPyHAa, MOJYyYUTh W3BECTHOCTh M mNpu3HaHue. Hukrto 06e3
pa3pelieHusi aBTopa HE MOXKET BOCHPOM3BOJIUTH €ro  MPOU3BENCHHUE,
pacmpocTpaHsiTh, MyOJUYHO JIEMOHCTPUPOBATH, IPOJIaBaTh, HMMIIOPTUPOBATH,
MyCKaTh B MPOKAT, IyOJMYHO HCIOJIHSATH, MOKA3bIBATH/UCIIONHATE B dpupe miu
pa3memath B IHTEpHETE.

Hcnonb30BaHne  «HMUPATCKOIO»  MPOrPaMMHOTO  OOECTIEUEHHUS] MOXKET
MPUBECTH K MHOTMM pHUCKaM: OT NOTEPU [OAHHBIX K TBOUM aKKayHTaMm Ji0
OJIOKUPOBKHM TBOETO YCTPOWCTBA, T/I€ YCTAHOBJICHHBINM HE JIeTaJlbHAs Mporpamma.
He crout Takxe 3a0bIBaTh, 4YTO CYIIECTBYET JErajibHble W OECIUIaTHbBIE
IIPOTPaMMBbI, KOTOPBIE MOKHO HAWTH B CETH.

O nopraJue

CereBU4OK.p(h — TBOI IJIaBHBIN COBETYMK B CETH. 3/1€Ch Thl MOXEIh y3HATH
0 0€30MaCHOCTH B CETH MOHATHBIM U JIOCTYIHBIM S3BIKOM, & MPU BOZHUKHOBEHUU
KPUTHYECKON CHUTyallMu OOpaTUTHCS 3a COBETOM. A TakKe IMPUHATH y4acTHE B
KOHKYpCaXxX U CTaTh CaMbIM ITU(DPOBHIM IpakTaHUHOM !



