[Tpunoxenue N 2
NHO®OPMALIMOHHASA ITAMSATKA
JUISA OBYYAIOIUXCA 1JIAA PASMEIIEHUSA
HA O®OUIINAJIBHBIX UHTEPHET-PECYPCAX

C KaxapIM TOIOM MOJIOJIC)KH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJILHUKHU
OJIHM W3 CaMbIX aKTHBHBIX IIOJIb30BaTeie PyHera. Mexay TeMm, ITOMHMO
OTPOMHOTO KOJIMYECTBA BO3MOXKHOCTEH, WHTEPHET HECET W TMpoOJeMbl. ITa
IIaMsITKa JOJDKHA IIOMOYb TeOe O€30IMacHO HaXOQUTHCS B CETH.

KoMubrorepubie BUPYChI
KoMmnploTepHblli BHPYC - 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX ITPOTPaMM,
OTIMYUTEIHHON OCOOEHHOCTBIO KOTOPOU SIBISIETCS CIIOCOOHOCTH K Pa3MHOXKECHHIO.
B nononxeHue K 3TOMy, BUPYCHI MOTYT HOBPEAUTDH MIIU IIOJIHOCTBIO YHUUYTOXKUTH
Bce (haiiyibl U JaHHbBIE, TOJKOHTPOJIBHBIE TI0JIb30BATENI0, OT UMEHU KOTOPOro Oblia
3alylleHa 3apa)KEHHas IIporpaMMa, a Tak)Ke IMOBPEIUTh WIM AK€ YHUUTOXUTH
OTIEpAIIMOHHYIO CUCTEMY CO BceMH (aiizamu B 1iesoM. B OOJIBLIIMHCTBE CilydaeB
pacIpOCTPaHAIOTCS BUPYCHI YEPE3 UHTEPHET.
MeToab! 3alIUTHI OT BPEAOHOCHBIX MPOrpaMM:
1. Wcnonp3yil COBpEeMEHHBIE OIEpallMOHHBIE CHUCTEMBl, MMEIOLIUE CEPbE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX IIPOTPAMM;
2. lloctosHHO ycTaHaBinuBai@ mnadyTh (UMQPPOBBIE  3aIUIATKH, KOTOPHIE
aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAOOTKM NPOrpamMMbl) U ApPYTHe
OOHOBJICHHSI CBOEH omnepalMoHHOW cuctembl. CkayuBail HX TOJBKO C
opunmanbHoro caira paszpadborunka OC. Eciaum cyliectByeT  pexum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;
3. PabGoraii Ha cBoeM KOMIIBIOTEpE TMOJ] TMpaBaMHU TOJB30BATENsA, a He
aJIMUHUCTpATOpa. OTO HE IMO3BOJIUT OOJBIIMHCTBY BPEAOHOCHBIX MPOTpaMM
MHCTAJJIMPOBATHCS HA TBOEM IIEPCOHATIBHOM KOMIIBIOTEPE;
4. Hcnonb3yili  aHTUBHPYCHbIE  INPOTPAMMHBIE  MPOIYKTBI  W3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHIECKUM OOHOBIICHHEM 0a3;
5. Orpanuupb pU3NUECKUM JOCTYH K KOMIBIOTEPY 7151 TOCTOPOHHUX JIULL;
6. Mcnonp3yil BHEIIHWE HOCUTEIM MH(OpPMAIMM, Takue Kak (Quienika, AUCK WU
(aiin U3 uHTEpHETA, TOJIBKO U3 TPOBEPEHHBIX HCTOYHUKOB;
7. He oTKpbBaili KOMIBIOTEpHbIE (haiiibl, TMOJYYEHHbIE W3 HEHAJCKHbIX
UCTOYHUKOB. Jlaxke Te (pailnibl, KOTOpbIE MpUcaan TBOM 3HAKOMBIH. Jlydiie yrouHu
y HEro, OTIIPaBJIsI JIU OH TeOe uX.

Ceru WI-FI
Wi-Fi - 310 He BHMI mepeaaud JaHHBIX, HE TEXHOJOIHs, a BCEro JHUIIb OpeH,
mapka. Eme B 1991 rony Humepnaniackas KOMMaHHUS 3aperuCTpuUpoBalia OpeH
"WECA", uro o6o3nayano cnoBocoueranue "Wireless Fidelity", koropbrii
MEePEBOAUTCS Kak "OecpoBOHAS TOUHOCTH'".
Jlo Hamero BpeMeHH JAoluIa Apyras a00peBuaTypa, KOTopas SBISETCS TaKOW Ke
TexHoJoruen. 1o adbopeBuarypa "Wi-Fi". Takoe HazBaHue ObUIO JaHO C HAMEKOM



Ha CTaHAapT BbIcliel 3BykoBoW TexHuku Hi-Fi, uto B mepeBoge o3Havaer
"BBICOKAsi TOYHOCTB .

Ja, OecnaTHBIA HMHTEPHET-IOCTYN B Kade, OTeNsX U a’dpornopTax sBIseTCA
OTJIMYHOM BO3MOKHOCTBIO BBIXOJla B MHTEpHET. HO MHOTrMe 3KcnepThl CUHTAIOT,
gT0 obmeaoctynHbsie Wi-Fi ceTu He sBIsitoTcs 6€30macHbIMU.

CogeThbl 110 0€30I1aCHOCTH PA0OTHI B 001IeIOCTYINHBIX ceTsax Wi-fi:

1. He nepenagaii cBoto auunHyto nHbopmaiiuio yepe3 oodmenoctynusie Wi-Fi certu.
PaGoTas B HuUX, KelaTeabHO HE BBOJUTH MApOJU JOCTYIA, JOTUHBI M KaKHE-TO
HOMeEpa;

2. Ucnonb3yit 1 OOHOBIISAN aHTUBUPYCHBIE MTPOrpaMMbl B OpaHaMayep. Tem caMbiM
ThI 00€30MAaCHUIITh Ce0s OT 3aKaYKH BUPYyCa Ha TBOE YCTPOHCTBO;

3. IIpu ucnonwszoBanun Wi-Fi otkmoun Qynkumio "OOmmit goctymn k ¢aigam u
npuHTepam". JlanHas GyHKOHUS 3aKphiTa MO YMOJYAHUIO, OJHAKO HEKOTOPHIC
MOJI30BATENIM AKTUBUPYIOT €€ JIJIsl y1I00CTBa UCIIOJIb30BaHUs B paboTe win yueoe;

4. He ucnone3yét nyonuunsiii WI-FI nns nmepenauu JTUYHBIX TaHHBIX, HAIIPUMEP
JUTSI BBIXO/Ia B COLMATIbHBIE CETH UITU B DJIEKTPOHHYIO TIOUTY;

5. Ucnonb3yit TosibKO 3amuiieHHoe coequnenue uyepe3 HTTPS, a ne HTTP, T.e.
npu Habope BeO-azipeca BBOAM UMEHHO "https://";

6. B wmoOunbHOM Tenedpone ortkaoun ¢GyHknmoo Tloakmouenue k  Wi-Fi
aBromatudecku". He momyckail aBTOMaTH4YeCKOTrO MOIKIIOUEHUSI YCTPOMCTBA K
cetssm Wi-Fi 6e3 TBoero cornacus.

CoumajnbHbie ceTH
CouuasibHble CETH aKTUBHO BXOJAT B HaIlly XKU3Hb, MHOTHE JIOJIU paOOTaIOT U
JKUBYT TaM MOCTOSIHHO, a B Facebook yke 3apeructpupoBaH MULIAAP]] YETIOBEK,
qTO SIBJISICTCSI OMHOM CeAbMOM BCEX JKUTEIIEH ILIaHEeThl. MHOTHE ITOJIb30BaTEIIN HE
MOHUMAIOT, YTO MH(OpMAIMs, pa3MEIIeHHas UMU B COIIMAJIBHBIX CETSIX, MOXKET
ObITh HalJeHa W MCIOJIb30BaHA K€M YTrOJHO, B TOM YHCJIE€ HE 0053aTeIbHO C
OJlaruMu HaMEPEHUSIMU.
OcHOBHBIE COBETHI 0 0€30MACHOCTH B COLMAJIBbHBIX CEeTSX:
1. Orpannyb cMCOK Apy3ei. Y TeOs B APY3bsSX HE JIOJDKHO OBITh CIyYaWHBIX U
HE3HAKOMBIX JIIOJICH;
2. 3ammumiail cBOIO 4YacTHYIO ku3Hb. He ykasbiBail maposu, TenedoHbI, aapeca,
JaTy TBOETO POXICHUS M JPYryl0 JUYHYIO HHQOpMaIuio. 3JI0YMBIIUICHHUKH
MOTYT HCIOJIb30BaTh JaXe HHQPOpPMAIMI0O O TOM, KaK Thl U TBOM POJUTEIU
IJIAHUPYETE MTPOBECTH KAHUKYJIbI,
3. 3amuinai CBOIO pernyTalyio - JAEpKH €€ B YHUCTOTE U 3ajaBail cebe BOIpOC:
XOTeJ OBl Thl, YTOOBI JAPYrue TOJIL30BATEIU BHJICIU, YTO Thl 3arpyaeiib?
[Toxymaii, mpexie 4eM 4To-TO OMyOJIMKOBATh, HAITUCATh U 3aTPy3UTh;
4. Ecnu Tl TOBOpHUIIL C JIOJbMH, KOTOPHIX HE 3HACIlb, HE HCIOJb3YH CBOE
peasibHOE MMS U JPYTYIO JUYHYI0 WH(OPMAITUU: UMSI, MECTO JKUTEIHCTBA, MECTO
yueObl U TIpoUee;
5. U3Geraii pasmemenus ¢otorpaduit B MuTepHeTE, rae Thl W300paxeH Ha
MECTHOCTH, [0 KOTOPOU MOKHO ONPEAEIUTH TBOE MECTOIIOJIOKEHHUE;



6. Ilpu peructpanuu B COIHAIBHONW CETH HEOOXOIUMO HMCIOJB30BATh CIOKHBIC
NapoJiu, COCTOSIIME U3 OYKB U UG U C KOJIMYECTBOM 3HAKOB HE MEHee §;

7. Jdns comumanbHOW CETH, MOYTHl M JAPYTUX CaWTOB HEOOXOAMMO HCIOJb30BaTh
pazHble maponu. Torga eciu TeOs B3JIOMAalOT, TO 3JIOYMBINUICHHUKHA TOJydat
JOCTYII TOJIBKO K OJTHOMY MECTY, @ HE BO BCE Cpa3y.

JJIeKTPOHHbIE IEHbI'H
OJNEeKTpOHHBIE JIEHBI'HM - JTO OYeHb YAOOHBIM CHocod TuIaTexei, OIHAKO
CYILECTBYIOT MOILIEHHUKH, KOTOPBIE XOTAT NOJIYYUTh 3TU JE€HBIH.
DONEeKTpOHHBIE JIEHbIM MOSBUIMCH COBCEM HEIABHO M MMEHHO HM3-3a 3TOTO BO
MHOTHX T'OCYyAapCTBax J0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.
B Poccun ke oHM (QDYHKIMOHMPYIOT U O HUX YXK€ MPOMHCAHO B 3aKOHE, TIE UX
pa3leNsaoT HA HECKOJIBKO BUIOB - aHOHUMHBIE U HE aHOHUMHbIE. Pa3HuIa B TOM,
4YTO AaHOHUMHBIE - 3TO T€, B KOTOPHIX pa3pellaeTcss MPOBOJIUTH Olepaluu 0e3
UACHTU(UKALIMY TIOJb30BATENIsA, @ B HEAHOHUMHBIX UJACHTU(PHUKALUS [10JIb30BATENS
SBIISIETCS 00SA3aTEIBHOM.
Taxxe cinenyer  pa3nuyarh  3JEKTPOHHbIE  (UATHbIE  JEHBIU  (paBHBI
rOCy/lapCTBEHHBIM BaJlOTaM) M 3JIEKTPOHHbIE He(UaTHbIE IEHBIU (HE PpPaBHbI
rOCy/1apCTBEHHBIM BAIIOTaM).
OcHoOBHBIE COBETHI 110 0€30IaCHOM padoTe ¢ 3J1eKTPOHHBIMH ICHbIAMM:
1. IIpuBsxu K cuery MOOWIBHBIA Tene@oH. ITO camblii yIOOHBIA M OBICTPBII
Croco0 BOCCTAaHOBUThH AOCTYN K cuery. llpuBsizaHHbIl TenedoH MOMONKET, €CIH
3a0yJenip CBOM IUIATEXXHBIM Maposib WM 3aiiielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;
2. Hcnone3yin opHopa3zoBeie mnaposu. Ilocne mnepexoga Ha yCHIICHHYIO
aBTOpHU3alMI0 TeOe yke He OyleT YrpoKaTh ONACHOCTh Kpaku WIIM IepexBaTa
IUIATEKHOIO MapoJIs;
3. Breibepu cnoxxsbiid maposnb. [IpecTynHukam OyaeT He MPOCTO yrajaTh CIOXKHBIM
naposib. HanexxHple maposy - 370 MapoJid, KOTOPbIE COAEPKAT HE MEHEE 8 3HAKOB
U BKJIIOYAIOT B ce€0s CTPOYHBIE W TMPOMHCHBIC OYKBBI, IUMPHI U HECKOIBKO
CUMBOJIOB, TaKM€ Kak 3HaK Jojulapa, (yHTa, BOCKJIMLATENbHBIA 3HAK M T.II.
Hanpumep, $tROng!;;
4. He BBOM CBOM JTMYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSEILIb.

JJIeKTPOHHAA MOYTa
DJIEKTpOHHAs TOYTa - ATO TEXHOJOTHS M MPEAOCTABISIEMBIE €10 YCIYyTH 0
MePEChUIKE U MOJYYCHUIO IJIEKTPOHHBIX COOOIICHUMN, KOTOPhIE paCIPEICIIIOTCS B
KOMIMBIOTEpHOU ceTh. OOBIYHO AJIEKTPOHHBIM TMOYTOBBIA SIIIUK  BBITJISIUAT
CIICAYIOIIMM 00pa3oM: UMl TOJIb30BaTeNA(@WUMs_JoMeHa. Takke KpoMe repeaadu
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTh TIEpe1aBaTh (pailiibl.
OcHOBHBIE COBETHI 10 0€30MaCHOi padoTe ¢ 3JIeKTPOHHOM MOYTO¥M:
1. Hago BeIOpaTh MpaBWIbHBIN MOYTOBBIA CEpBHUC. B MHTEpHETE €CTh OTPOMHBIN
BBIOOp OECIIATHBIX IOYTOBBIX CEPBUCOB, OJIHAKO JIy4Ille JIOBEPSATH TEM, KOTO
3HACIIb U KTO MEPBBIM B PEUTHUHTE;



2. He ykas3piBail B NUYHOM moure nUuHyl uHpopmaumioo. Hampumep, myurie
BBIOpaTh "My3bIKaNIbHBIN (paHaT@" nu "pok2013" BmecTo "Temal3";

3. Wcnons3yil NBYXATAlHYK aBTOPU3ALHMI0. DTO KOTJA NMOMUMO MAPOJs HYXKHO
BBOJUTH KOJ, IPUChUIaeMbIi 0 SMS;

4. Boibepu CII0KHBINA Maposib. J{Jsi KaXa0ro MOYTOBOTO SIITUKA TOKEH ObITh CBOM
HAJICKHbIM, YCTOMYHUBBINA K B3JIOMY T1apOJIb;

5. Eciu ecThb BO3MOXXHOCTh HAIMCAaTh CAMOMY CBOM JIMYHBIM BOIIPOC, MCIOJIb3YH
3Ty BO3MOXHOCTb;

6. Mcrionb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. IIepBbIid JIsl 4aCTHOM MEPENHCKU C
ajgpecataMy, KOTOPbIM Tbl JOBEpSCIIb. JTO 3JIEKTPOHHBIM aJIpec HE HaJo
WCITIOJI30BATh TIPH PETUCTpaliy Ha (hOpyMax U cailTax;

7. He oTkpbIBaii (haliiael ¥ APyTHUE BIOKECHHS B MUChMaX, JTaKE €CIIM OHU MPUIILIH
OT TBOUWX Jpy3ei. Jlydiie yTouHu y HUX, OTIIPABIISLIIN JIM OHU TeOe 3TH (HaiIbl,

8. Ilocne okoHYaHMsT pabOTHI HA TTOYTOBOM CEPBUCE TEPE] 3aKPHITUEM BKJIAJIKHU C
caiToM He 3a0yab HaKaTh Ha "BeriTu".

Kun0epOyniimHr wiim BUPTyaibHOE H3/1€BaTEJIbCTBO
KubepOymiuHr - mpecienoBaHHE COOOIIEHUSMH, COJEPKALIUMHU OCKOpOJIeHuS,
arpecculo, 3aryruBaHue; XyJIUraHCTBO; COIIMAIbHOE OOMKOTUPOBAHUE C MTOMOIIIBIO
Pa3IMYHBIX UHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI 10 00pbHOE ¢ KUOEPOYIIIMHIOM:

1. He 6pocaiicst B 60ii. JIyumuii croco0: mocoBETOBaTLCA Kak ce0sl BECTH U, €CIIU
HET TOr0, K KOMY MOXHO OOpaTHThCs, TO BHaYajie YCIOKOUThCS. Eciii Thl HaUHEIIb
OTBEYaTh OCKOPOJECHUSAMH Ha OCKOPOJICHUSI, TO TOJBKO elle OO0JbIIe Pa30xKellh
KOH(JIUKT;

2. Yupasnsii cBoei kuOeppenyTauuei;

3. AHOHUMHOCTH B ceTu MHHUMas. CyIleCTBYIOT CITIOCOOBI BBIICHUTH, KTO CTOUT 32
AHOHUMHBIM AKKAYHTOM;

4. He crouT BeCcTHM XYJIUTAaHCKUWA o00pa3 BHUpPTyaldbHOW >ku3HU. HWHTEpHET
(buKCUpyeT BCe TBOM JIEUCTBHS W COXpaHSIET UX. YJIUTh UX OyIeT KpaitHe
3aTPYJHUTEIIBHO;

5. Cobmroait CBOIO BUPTYAJIbHYIO Y€CTh CMOJIOJY;

6. Urnopupyit enuandHblid HeraTuB. OMHOPA30BbIE OCKOPOUTEIBHBIC COOOIICHHS
Jdy4uie UrHopupoBath. OOBIUHO arpeccus MpeKpamiaeTcsl Ha Ha4yajabHOM CTaINu;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMU COOOIIECHUSMH, B
COLIMAJIBHBIX CETSAX €CTh BO3MOXKHOCTh OJOKHMPOBKM OTHPABKUA COOOILIEHHUN C
OTpPEIETICHHBIX a/IPECOB;

8. Ecnmu Thl cBugerenb kuOepOyimuHra. TBou JEHCTBUS: BBICTYNUTH MPOTHUB
npeciieloBaTeNs, MoKa3aTh €My, YTO €ro JACHCTBUS OIICHUBAIOTCS HETaTUBHO,
MO/JIEPKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTHYECKas TOMOIb, COOOIIUTH
B3pOCJIBIM O (paKTe arpeCCUBHOTO MOBEACHUS B CETH.

MooOuabHbIi TesaedoH
CoBpemenHble cMapTGOHBI U IUIAHIIETHI COAEpKaT B ceOe BIIOJHE B3POCIbIN
GbyHKIIMOHAT, W Temepb OHM MOTYT KOHKYpPUPOBaTh CO CTAaIllMOHAPHBIMHU



KoMmnbioTepamu. OHAKO, CPEACTB 3aLIUTHI JIJIsl TOJOOHBIX YCTPOUCTB MOKA OYEHBb
Mano. TecrmpoBaHMe M TIOMCK YA3BUMOCTEM B HHMX IIPOMCXOIUT HE Tak
MHTEHCUBHO, Kak Juis [1K, To ke camoe kacaeTcss 1 MOOMIIbHBIX TPUIIOKEHUH.
CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl y)K€ MPAaKTUYECKH JOTHAIM HACTOJIbHBIC
aHaJIOTH, OJHAKO paclIMpeHue (yHKIMOHAIa BIEYET 3a CO0OW OONbIIYIO
CJIOKHOCTb ¥ MEHBIIIYIO 3aIIHUIIEHHOCTb.

Jlaneko He Bce NPOM3BOAUTENM BBITYCKAIOT OOHOBIICHHUS, 3aKphIBAIOIINE
KPUTUYECKUE YSI3BUMOCTH JIJISl CBOMX YCTPOWCTB.

OcHOBHBIE COBETHI I 0€30IACHOCTH MOOWIBHOTO TejiegoHa:

Huuero He sBiseTcs mo-HactosuieMy OecriaTHbIM. bysib 0OcTOpOKeH, BeAb KOraa
Tebe mpearaloT OecIUIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHl KaKHe-TO
IUIaTHBIE YCIIYTH;

Hymaii, npexae yeM oTnpaButh SMS, doto unu Bumgeo. Tol TOUHO 3HACIIB, TN
OHHU OYJyT B KOHEYHOM UTOre?

Heo0xoaumo 0OHOBIIATH ONEPALMOHHYIO CUCTEMY TBOETO CMAapTHOHa;

Hcnonp3yil aHTUBHPYCHBIE IPOTPaMMBbl 111 MOOUJIBHBIX TeNE(OHOB;

He 3arpyxail IpWIOKEHUS OT HEHU3BECTHOTO HCTOYHMKA, BEAb OHM MOTYT
COJIEPKaTh BPEIOHOCHOE ITPOrPaMMHOE 00ECTIEUEHHUE;

[Tocne TOro Kax Thl BBIIIEIIB C CaiiTa, I/ie BBOAMII JIUUHYIO HHPOPMALUIO, 32l B
HACTpOWKH Opay3epa u yaanu cookies;

[lepuonnueckn mpoOBEpsii, Kakue IUIATHBIE YCIYyTM AaKTUBUPOBAHBI HAa TBOEM
HOMEpE;

JlaBaii cBoif HOMEp MOOUIILHOTO Telae(dOHa TOJIBKO JIOJISIM, KOTOPBIX Thl 3HACIIb U
KOMY JIOBEpSEIb;

Bluetooth nomken ObITH BBIKIIIOUEH, KOTAa Thl UM HE ToJib3yelibes. He 3a0biBait
MHOTJIa IPOBEPATH 3TO.

Online urpsi
CoBpeMeHHbIE OHJIAaH-UTPBI - 3TO KPaCOUYHbIE, 3aXBaThIBAIOLIUE DPA3BJICUCHUS,
OOBEIUHAIOIINE COTHU THICAY YEJIOBEK MO BceMy Mupy. WUrpoku wuccnenyroor
JaHHBIA UM MHUD, OOLIAIOTCSA APYT C IPYIOM, BBINOJHSIOT 3a/laHusl, CPAXKAIOTCS C
MOHCTpPaMH M MOJIy4alOT OMNBIT. 32 yJOBOJBCTBUE OHU IUIATAT: MOKYMAIOT JTUCK,
OIIAYMBAIOT A00OHEMEHT WJIM MPUOOPETAIOT KaKKe-TO OIIIUH.
Bce aTu cpenctBa MayT Ha MOANEp)KaHWE W Pa3BUTHE WTPHI, a TaKKEe HA camy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3AIMH, BBITYCKAIOTCS HOBBIC
naTyu (Lu@poBbIe 3aIIaTKU ISl TPOTPaMM), 3aKPbIBAIOTCS YA3BUMOCTH CEPBEPOB.
B mogo0HBIX Urpax CTOUT omacarbcs HE CTOJBKO CBOMX COMEPHUKOB, CKOJBKO
Kpa)kd TBOETO TapoJisi, HA KOTOPOM OCHOBaHA CHCTEMa aBTOPHU3AIIMU OOJBITNHCTBA
urp.
OcHoOBHBIE COBETHI 110 H€30IIACHOCTH TBOEr0 UTPOBOr0 AKKayHTA:
1. Eciu apyroéi urpok BefeT cels TUIOXO WM co37aeT Tebe HEmpHUSITHOCTH,
3a0JIOKUPYH €ro B CHUCKE UTPOKOB;
2. Tloxanyiicss aAMMUHHUCTpaTOpaM HIpbl Ha IJIOXO€ MOBEJEHUE 3TOr0 HIPOKa,
KeJlaTeIbHO MPUIIOKUThH KaKUe-TO I0OKa3aTelbCTBa B BUJI€ CKPUHOB;
3. He yka3piBaii muuHyo uHbOpMaInuio B mpodaiisie urpsr;



4. YBaxail Ipyrux y4acTHUKOB I10 UTPE;

5. He ycranaBnuBait HeouimaabHble MTaTYH U MOJIBI;

6. Mcrionb3yil CI0KHBIE U Pa3HbIE APOJIH;

7. Jlaxke BO BpeMsi UTPbI HE CTOUT OTKJII0YaTh aHTUBHpYC. [1oka Tl urpaeiib, TBOU
KOMITBIOTEpP MOTYT 3apa3uTh.

OUIIMHT WM KPAaKa JUYHBIX JTaHHbIX
OOBIYHON Kpaxen JIeHEeT M JOKYMEHTOB CEroJiHS YK€ HUKOTO HE YJIUBHIIb, HO C
Pa3BUTHEM UHTEPHET-TEXHOJIOTUN 3TI0YMBIIIJICHHUKN MEPEMECTUIIUCH B UHTEPHET,
U TIPOJIOJDKAIOT 3aHUMAThCA "'MIOOUMBIM" 1€TTOM.
Tak mosiBUIaCh HOBas yrpo3a: WHTEPHET-MOIICHHUYECTBA WM (DUIITMHT, TIaBHAS
Heldb  KOTOPOIO  COCTOMT B  TOJYyYEHHHM  KOH(DHUIEHIMANBHBIX  JTaHHBIX
MOJIb30BaTeNeH - IOTMHOB U mapoieil. Ha anrmuiickom si3bike phishing unraercs
kak ¢uuHr (0T fishing - peiOHas noBs, password - mapoib).
OcHoBHBIE cOBeTHI 10 00pbOe ¢ QUIIMHTOM:
1. Cnenu 3a cBOMM akkayHTOM. Eciid Thl 1mMoj03peBaeIib, YTO TBOSI aHKEeTa Oblia
B3JIOMaHa, TO HEOOXOJAMMO 3a0JIOKMPOBATh €€ M COOOHIUTH aJMUHUCTPATOpam
pecypca 00 3TOM Kak MOKHO CKOpEE;
2. Ucnonw3yit Oe3omacHble BeO-CalThl, B TOM YHCIE, UHTEPHET-Mara3uHoB W
MTOMCKOBBIX CUCTEM;
3. Ucnionw3y# ClIOXKHBIE U pa3Hble mapoiau. TakuM oOpa3om, eciau TeOsi B3JI0MaloT,
TO 3JI0YMBIILIEHHUKH MOTY4YaT JOCTYI TOJBKO K OJJHOMY TBOEMY IPO(HIIIO B CETH,
a He KO BCEM;
4. Ecnu T1e0s B310Malii, TO HEOOXOJAUMO NPEAYyNpPEeIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE€ J100aBJIEHbI y T€OS B APY3bsiX, O TOM, YTO T€Os B3JIOMaIU U, BOZMOXKHO,
OT TBOETO0 UMEHH OY/IE€T PacChlUIaThCA ClIaM U CChUIKM Ha (PUITMHTOBBIE CANThI;
5. YcranoBu HaaexHbii napois (PIN) Ha MOOWIBHBIN Tene(OH;
6. OTKIIIOUM COXpaHEHHUe MapoJisi B Opaysepe;
7. He oTkpbIBaii (haiiiabl U APyTrUe BIOKEHUS B MUChMaX, AK€ €CIM OHU MPUIILIH
OT TBOUWX Jipy3ei. Jlydie yTouHu y HUX, OTTIPABIISIIN JIM OHU TeOe 3TH (Haiisibl.

Mudposas penyrauus
[Mudposas permyrarusi - 5T0 HEraTUBHAS WX MO3UTHBHAS WH(OpMAIUA B CETHU O
tebe. Kommpometupyromass uHpopMaiusi, pa3MelieHHass B UHTEPHETE, MOXKET
CEpbEe3HBIM 00pa30M OTpa3UThC Ha TBOEH peanbHOM ku3HU. "Lludposas
penytanus" - 3T0 TBOW UMUK, KOTOPBIA PopMupyercs u3 undopmanuu o tede B
UHTEpHETE.
TBOe MECTO >XKHMTENbCTBA, y4eObl, TBO€ (PMHAHCOBOE IOJIOKEHUE, OCOOCHHOCTH
XapakTepa U pacckasbl O OJMU3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.
MHorue TOAPOCTKH JIETKOMBICIICHHO OTHOCSATCA K TyOJIMKaluu JTUYIHON
uHdopmaruu B MHTEpHETE, HE MOHMMAsT BO3MOXKHBIX TMOCHenCTBHM. Thl maxe He
CMOJKEIIb JIOTaaaThCs 0 TOM, 4TO (hoTorpadus, pa3MelieHHas 5 JIeT Ha3al, cTraia
MPUYMHON OTKAa3a MPUHATH T€Os HA padoTy.
KommenTtapuu, pasmemienue TBoux ¢oTorpaduit u Apyrue ACUCTBUS MOTYT HE
MCUYE3HYTh JIAXKE MOCJIEe TOro, KaK Thl UX YJalulllb. Thl HE 3HACIIb, KTO COXPaHUII



3Ty uHGOpPMAIIUIO, TIOTaja JIM OHA B IOMCKOBBIE CUCTEMBI M COXpaHWJIACh JIU OHA, a
IJIABHOE: YTO MOAYMAIOT O T€0E€ OKpY’KAIOIIKE TN, KOTOPbIE HAMAYT U YBUJIAT
3T0. HailTu uHOpMaIo MHOTO JIeT CIyCTS CMOJXKET JII0OOH - Kak M3 J00pbIX
noOyXJeHUI, TaKk U C HaMEPEHUEM HPUYUHUTH BpeA. DTO MOXKET OBbIThb KTO
YTOIHO.

OcHOBHBIE COBETHI 0 3aIIUTe HU(POBOH penmyTANNH:

1. [Tonymaii, npexjie 4em 4To-To MyOJUKOBATh U NepeaaBaTh y ceOs B 010re Uilu B
COIIMAJIbHOM CETH;

2. B HacTpoiikax nmpo@uiis yCTaHOBH OTPaHUUYEHUSI Ha TIPOCMOTP TBOETO Mpodus
U €r0 COJIEPKUMOr0, ClIeJall ero ToJIbKo "1t apy3eu”;

3. He pa3memiaii u He ykasbiBail HH(OpPMALNIO, KOTOpas MOXKET KOTro-IuOo
OCKOPOJISTh WK OOMKATh.

ABTOpPCKOE IPaBo
CoBpeMeHHbIE MIKOJILHUKU - aKTUBHBIC MOJIH30BATEIU IIU(POBOTO MPOCTPAHCTBRA.
OpHako [alieko HE BCE 3HAKOT, YTO IOJb30BaHUE MHOTMMH BO3MOKHOCTSIMHU
nudpoBoro mupa TpeOyeT CcoONOJeHHs TpaB Ha  WHTEJUIEKTYaJbHYIO
COOCTBEHHOCTb.
TepmuH "UHTEIIEKTyalIbHAsi COOCTBEHHOCTH" OTHOCUTCS K Pa3IMYHBIM TBOPEHUSIM
YeJIOBEUECKOr0 yMa, HauMHas C HOBBIX M300pETEHMI M 3HAKOB, 0003HAYAIOIIMX
COOCTBEHHOCTb Ha MPOJAYKTHI M YCIYTH, U 3aKaHuMBasi KHUTamu, (pororpadusamu,
KUHO(PUIBMAaMHU U MY3bIKQIbHBIMHU TIPOU3BEICHUSIMU.
ABTOpCKME TMpaBa - O3TO I[paBa Ha HUHTEJUIEKTyaJbHYIO COOCTBEHHOCTh Ha
MPOU3BEACHUSI HAYKH, JINTEPATYPhl U UCKYCCTBa. ABTOPCKHE MpaBa BBHICTYNAIOT B
KaueCTBE TapaHTHUU TOTO, YTO HHTEJJIEKTYaJbHBIA/TBOPUECKUN TPYyJ aBTOpa HE
OyJIeT HampacHbIM, JacT €My CHpaBeJIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3ysbTaTax CBOETO TPyHAa, MOJYyYUTh W3BECTHOCTh W mpu3HaHue. Hukrto 6e3
pa3pellleHrsl aBTOpa HE MOXET BOCIPOM3BOJUTH €r0  MPOU3BENICHHUE,
pacnpocTpaHsiTh, MyOJIUYHO JEMOHCTPUPOBATH, MPOJABATh, WMIIOPTHUPOBATH,
MyCKaTh B MPOKAT, IMyOJMYHO HUCIOJHATH, MMOKA3bIBATH/UCIIONHATL B dUpe Uiu
pasMmewars B IHTEpHETE.
Hcnonb3oBanue "mupaTckoro" mporpaMMHOro oOecreueHuss MOXKET MPUBECTU K
MHOTHM pUCKaM: OT MOTEPH JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKH TBOETO
YCTPOMCTBA, TJIe YCTAaHOBJEHA HeJerajibHas mnporpamma. He croutr Takxke
3a0bIBaTh, YTO CYIIECTBYIOT JieTajbHbIE W OECIJIaTHBIE MNPOrpaMMBbI, KOTOpbIC
MO>KHO HAUTH B CETH.

O nopraJe
CereBu4oK.p¢ - TBOH IJIaBHBIM COBETUHUK B CETH. 3/1€Ch Thl MOXEIb Y3HATh O
0€30MacHOCTH B CETU TMOHSATHBIM M JIOCTYITHBIM SI3BIKOM, & TIPH BO3HUKHOBEHUU
KPUTUYECKON CHUTyaIllud OOPAaTHTHCS 3a COBETOM. A TaKX e MPUHSATH y4acTHE B
KOHKYpCaX U CTaTh CaMbIM ITU(POBBIM IPaskIaHUHOM !



