HNudopmanmoHHas mnamMaTKA 1JIs 00y4ar0mUXCs
IJI pa3MeleHus Ha opunuanbHbiXx UHTEpHET-pecypcax

C xaxabIM roJIoM MOJIOZIE)KM B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, a NIKOJBbHUKHA OJTHU U3 CaMbIX
aKTMBHBIX nojab3oBarened Pynera. Mexay TeM, IIOMHMO OTPOMHOIO  KOJWUYECTBA
BO3MOYKHOCTEH, MHTEPHET HeceT U MpoOsieMbl. DTa MaMsATKa JOJDKHA 1OMOYb Tebe OGe3011acHO
HaXOJUTHCS B CETH.

KoMnbrorepHsle BUPYCBI

KomnploTepHblii BUpYyC — 3TO Pa3HOBUIHOCTb KOMIIBIOTEPHBIX IPOrpamMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOPOHl SBISETCS CIOCOOHOCTh K PasMHOXKEHHIO. B jomoiHeHune K 3TOMYy,
BUPYCHl MOTYT TOBPEAMTb WJIM IIOJHOCTBIO YHUYTOXUTH Bce (ailibl ©u  JaHHBIE,
MOJIKOHTPOJIbHBIE [10JIB30BATENI0, OT UMEHHM KOTOPOro Oblia 3alylleHa 3apak€HHasi IporpaMma,
a TaKXe MOBPEeIUTh WIM JIa)K€ YHUYTOXXUTh ONEPALMOHHYIO CHUCTEMY CO BceMu (aiimamu B
1es10M. B OonbIIMHCTBE CllydaeB pacpoCTPaHSIIOTCS BUPYChl UEPE3 UHTEPHET.

MGTOI[I)I 3alIUTBI OT BPCAOHOCHBIX ITPOTpaMMm:

Hcnonb3yil COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIINE CEPLE3HBINA YPOBEHD 3aIUTHI OT
BPEIOHOCHBIX IIPOIPaMM;

[TocrossHHO  ycTaHaBnuBaii mautéd  (UUGpPOBbIE  3aIUIATKH, KOTOpbIE  aBTOMAaTHYECKU
YCTaHABIMBAIOTCA C IEJNbI0 JOpaOOTKM MpOrpamMMmbl) U JIpyrue OOHOBIICHHS CBOEH
orepanuoHHoi cucrembl. CkaunBail X TOJNBKO ¢ odunmaibHoro caita pazpadorunka OC. Ecnu
CYIIIECTBYET PEKUM aBTOMATHYECKOTO OOHOBIICHHS, BKITIOYH €T0;

Paboraii Ha cBOoeM KOMIIbIOTEpE MO MpaBaMHU IOJIL30BATENs, a HE aJMUHUCTpATOpa. JTO HE
MO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTrPAMM MHCTANIMPOBATHCA HAa TBOEM MEPCOHATBHOM
KOMIIBIOTEPE;

Hcnone3yii aHTUBHpPYCHBIE TIPOTpAaMMHBIE TMPOAYKTHl HU3BECTHBIX MPOU3BOJIUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

Orpannub pU3NUECKUH T0CTYI K KOMIBIOTEPY /IS IOCTOPOHHUX JIUIL;

Hcnonb3yit BHEIIHWE HOCUTENM HWHPOpMalMu, Takue Kak ¢remka, AUcK wind ¢ailn u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHHUKOB;

He otkpbiBail kommbroTepHble (Daiiinbl, MOMyYeHHbIE W3 HEHAJEKHBIX HMCTOYHMKOB. [lake Te
(aiinbl, KOTOpPbIE MpUCa TBOM 3HAKOMBIN. JIyyllle yTOUHHM Y HETO, OTHPABJISUI JIU OH TeOe HX.

Ceru WI-FI

Wi-Fi - 370 He BU nepeauu JaHHBIX, HE TEXHOJIOTHS, @ BCEro JIMIL OpeH, mapka. Emie B 1991
rofy HUIepJaHAcKas KommaHus 3apeructpupoBana Openng «WECA», uyro o6o3Hauano
cinoBocodetanue «Wireless Fidelity», KOoTOpbIii TepeBOAUTCS KaK «OeCIPOBOIHASI TOYHOCTHY.

Jlo Hamero BpeMeHH JomuIa Jpyras abOpeBuarypa, KOTopasl SBISIETCS TaKOW K€ TEXHOJIOTHEH.
D10 abOpeBuarypa «Wi-Fi». Takoe Ha3Banume OBUIO JaHO C HAMEKOM Ha CTAHAAPT BBICIIUUN
3ByKOBO# TexHuKH Hi-Fi, 4T0 B mepeBoie 03HAYaeT «BBICOKASi TOUHOCTH.

Ja, OecmiaTHBI HMHTEpHET-IOCTYN B Kade, OTENsIX M adponopTax SBISAETCA OTIUYHOM
BO3MOXKHOCTBIO BBIXO/1a B MHTepHET. Ho MHOTHE AKCHEepTHl CYMTAIOT, YTO 00mienocTynubie Wi-
Fi ceTun He sBISAIOTCA GE30IIACHBIMM.



Cosetsl 10 Oe30macHOCTH paboTe B 001IeA0CTYHBIX ceTsix Wi-fi:

He nepenasaii cBoro munyro nHbopMaiuio uepe3 odmenoctynusie Wi-Fi cetn. PaboTast B Hux,
JKeJaTeIbHO HE BBOAMTH MAPOIIU JIOCTYIIA, IOTHHBI M KAKHE-TO HOMEPa,

Hcnone3yii u OOHOBISAH aHTUBHUPYCHblE NporpaMMbel M OpaHaMaysp. Tem caMbiM Thbl
o0e3omacuib ceds 0T 3aKaYKH BHPYCa Ha TBOE YCTPOUCTBO;

[Tpu ucnons3oBanun Wi-Fi otkimoun ¢ynkuuio «OOmmid moctyn K ¢ailiaM ¥ IpuHTEpam».
Jannast QyHKIHS 3aKpbITa 110 YMOJIYaHUIO, OJTHAKO HEKOTOPHIE MOJB30BATEIN aKTHBHPYIOT €&
JUIs y100CTBa MCTIONL30BaHUs B paboTe M y4ueoe;

He wucnons3yit nyonuunsii WI-FI my1s mepenaym nUYHBIX JTaHHBIX, HaIpUMep IS BBIXOJa B
COIIMAJIbHBIE CETU WJIM B DJIEKTPOHHYIO MOUTY;

Nnons3yit Tonpko 3amumienHoe coeauHenue yepes HTTPS, a e HTTP, 1.e. mpu nabope BeO-
azpeca BBOIM UMEHHO «https://»;

B mo6unbHoM Tenedone otkimtoun pynkuuioo «llogxmrouenune k Wi-Fi aBromatuuecku». He
JIOITyCKai aBTOMaTHYECKOTO MOIKITIOYEHUS yCTpoiicTBa K ceTsim Wi-Fi 6e3 TBoero cornacus.

CoumanbHbIE CETH

ConuanbHble CETH aKTUBHO BXOJST B Hallly *XU3Hb, MHOTHME JIIOAM padOTalOT U KUBYT Tam
noctossHHO, a B Facebook yxe 3apermcrpupoBaH MWIIHap] 4ENIOBEK, YTO SIBISETCA OHOM
CeIbMOI BCEX JKUTENICH IIaHeThl. MHOTHE MOJB30BATEIM HE MOHMMAIOT, 4TO WH(pOpMAIHs,
pasMelleHHas UMH B COIIMAJIbHBIX CETSAX, MOXKET ObITh HalJIeHa M UCIOJIb30BaHa KEM YTOJIHO, B
TOM 4HCJI€ HE 00513aTeNbHO ¢ OJaruMy HaMEPEeHHUSIMH.

OCHOBHBIE COBETHI IO 0€30ITACHOCTH B COILIMAIBHBIX CETAX:

Orpanuub cnucok apy3ed. Y 1e0s B Ipy3bsX HE JOJDKHO OBITh CIydyalWHBIX U HE3HAKOMBIX
JIIOAEH;

3amumail cBoo 4YacTHyr >kM3Hb. He ykaspiBail maponu, TenedoHBI, ajgpeca, JaTy TBOETro
POXJIEHUS U JIPYTYIO JUYHYIO HH(pOpMaIMio. 37I0yMBIIUIEHHUKA MOTYT HCIOJb30BaTh JIaXe
MH(OPMALIMIO O TOM, KaK Thl U TBOU POJUTEINN TUIAHUPYETE MPOBECTH KAaHUKYJIBI;

3amuinai CBOI PEIyTalnio - AEPXKU €€ B UUCTOTE U 3a/1aBail cebe BOMPOC: XOTEN ObI ThI, YUTOOBI
Jpyrue TIOJb30BaTeNId BUIEIM, 4YTO Tbl 3arpyxkaems? Ilogymaid, mnpexae dYeM 4TO-TO
OIyOJIMKOBATh, HAITUCATD U 3arPYy3UTh;

Ecnu ThI roBOpUILb C JIFOABMH, KOTOPBIX HE 3HACIIb, HE HCIOJIb3YH CBOE PEAJbLHOEC UM U
JIPYTYIO JTUUHYIO HH(POPMAIH: UMsI, MECTO KUTEIbCTBA, MECTO YUeObI U MPOYEE;

N3b6erait pazmemenus Gororpaduii B UuTepuete, rae Tol n300pakeH Ha MECTHOCTH, 11O KOTOPOH
MO>KHO OIIPENEIUTh TBOE MECTOMOI0KEHHUE;

[Ipu peructpanuu B COIMATBHOH CETH HEOOXOIMMO UCIONIB30BaTh CJIOXHBIC IapOIH,
cocrosmue u3 OykB v UG U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;

Jnis conpanbHON CeTH, MOYTHl U APYIHX CalTOB HEOOXOAWMO HCIOJIb30BATh pa3HbIC MAPOJIH.
Torna ecnu Te0s B310MAIOT, TO 3I0YMBIIUIEHHUKH MOJy4aT AOCTYI TOJIBKO K OJJHOMY MECTYy, a
HE BO BCE Cpasy.

DNEKTPOHHBIE IEHbI U



DNEeKTPOHHBIE JCHBIM — OTO OYEHb YAOOHBIM CHOCO0 TIaTeXe, OJHAKO CYIIECTBYIOT
MOIICHHUKH, KOTOPHIC XOTAT MOJYYUTh 3TH JICHBTH.

3JI€KTpOHHBI€ JCHbI'M IIOABUWJIMCH COBCEM HCAABHO MW HMCHHO HM3-3a 3TOI'O BO MHOI'HMX
rocygapCTBax 40 CHUX IIOP HE MPOIKCAaHO IIPO HUX B 3aKOHAaX.

B Poccum xe oHM (pyHKIMOHHPYIOT M O HHX YK€ MPOIMUCAHO B 3aKOHE, TJIe UX pa3lIeisioT Ha
HECKOJIbKO BHJIOB — aHOHUMHbBIE U HE aHOHHMMHBIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peliaercss MPOBOAUTH omepanuu 0e3 wuIeHTUUKALUK T[O0Jb30BaTeNnsi, a B
HEAaHOHUMHBIX UACHTU(DUKAIINH [TOJIB30BATENS SBISETCS 00s13aTEIIBHOM.

Taxxe cieqyer pa3nudarh dJICKTPOHHBIC PHATHBIC ACHBIU (PaBHBI TOCYAAPCTBEHHBIM BAIIOTAM)
U JIEKTPOHHbIE He(pUaTHbIE NEHBIH (HE paBHBI TOCYAAPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI TI0 0€30MaCHOI paboTe ¢ NEKTPOHHBIMH JICHbIaMH:

[lpuBsxkm K cyeTy MOOWIBHBIN TenegoH. DTO camblii yHOOHBIH W OBICTPBIA CHOCOO
BOCCTAaHOBUTH JOCTyN K cyery. llpuBsizanHbiii TenedoH mMOMOXKeT, eciu 3alyaemsb CBOM
IUIATEXKHBIA NapoJb WK 3aiiJelb HA CAliT C HE3HAKOMOT'O YCTPOMCTBA;

Hcnonw3yit oqHopaszoBbie napoiu. [locie nepexona Ha yCUIICHHYIO aBTOpU3AIMIO TeOe yxKe He
OyJIeT yrposkath OMAaCHOCTh KPaXKu WM IepexBaTa IIaTeKHOTO Mapois;

Boibepu cnoxublii mapoisib. [IpectynmHukam OyneT He MpOCTO yrajiaTh CIOKHBIM MapoJib.
Hanexnsle naposin — 3T0 apoJin, KOTOPBIE COJEpkKAT HE MEHEe § 3HAKOB M BKJIIOYAIOT B ce0s
CTPOYHBIE U IPONUCHBbIE OYKBbI, HU(PHl U HECKOIBKO CHUMBOJIOB, TaKM€ KaK 3HaK JoJulapa,
(yHTa, BOCKIMIATeNbHBIN 3HaK U T.1. Hanmpumep, $tROng!;;

He BBOJAM CBOHU JIMYHBIC TAaHHBIC HA caﬁTax, KOTOPBIM HE NOBCPSACHID.
DJIeKTpOHHAs 10YTa

ONEeKTpOHHAas MOoYTa — 3TO TEXHOJIOTHUS W NIPEJOCTaBIsiEMbIE €0 YCIYTH IO MEpPEechUIKE U
MOJIYUYEHHUIO JJIEKTPOHHBIX COOOLICHHH, KOTOpBIE paclpeAessiioTCs B KOMIBIOTEPHOH CeTu.
OO6b1yHO AIEKTPOHHBIN MOYTOBBIA  SIIMK  BBITJISAUT CJIEYIOIUM oOpa3zom:
UMs_TOJIb30BaTEeI(@UMsL_JoMeHa. Takke KpoMme Iepeadyd MpoCTOro TeKCTa, HUMeeTcs
BO3MOXKHOCTb NepeaaBaTh (paissl.

OCHOBHBIE COBETHI 110 6€30TaCHOM pabOTe ¢ ITEKTPOHHOU MTOUYTOM:

Hano BbIOpaTh mnpaBUIbHBIA MOYTOBBIA cepBUC. B HMHTEepHETE ecTh OrpOMHBIM  BBIOOP
OecrIaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUllle TOBEPATh TE€M, KOTO 3HAEUIb M KTO MEPBHIN B
pEUTHUHTE;

He ykaspBaii B Jsu4HOM mouTe muuHyro uHGopmauuio. Hampumep, inyuiie BbeIOpaTh
«MY3bIKaJIbHBIA _(aHaT@» nin «pok2013» BMecTo «Temal3y;

Hcnone3yil ABYXATAlHYIO aBTOpU3AlMIO. DTO KOIJAa MOMHUMO MAapojisi HY)KHO BBOJUTH KO/,
npucbUIaeMblil mo SMS;

BriOepu c0xHBINM Mapoib. [ KaXAoro MOYTOBOTO SIIHUKA JOJDKEH OBITh CBOM HAJICKHBIMU,
YCTOMYUBBIN K B3JIOMY MapOJIb;

Ecnu ectb BO3MOKHOCTB HAaIIMCAaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIb3YH 3TY BO3MOXKHOCTB;



Ncnonp3yil HECKOIBKO MOYTOBBIX SAIIUKOB. [IepBbIil 111 4acTHOW MEPENUCKU C ajgpecaTaMu,
KOTOPBIM ThI JIOBEPSICIIb. DTO AJIEKTPOHHBIN aJ[peC HE HAJI0 MCMIOJIb30BaTh MPU PErUCTPALIMH HA
dbopymax u caiftax;

He otkpsiBaii (haitnbl ¥ 1pyrue BIOKEHHS B MHChMaX Ja)ke €CIIM OHU MPHIIUIA OT TBOHMX APY3EH.
Jlydie yTOYHM y HUX, OTHPABJIUIN JIK OHU TeOe 3TH (hailibl;

[Tocne okoH4aHWsi paOOTHl HA TIOYTOBOM CEpPBUCE MEpe] 3aKPhITHEM BKIAJKUA C CAMTOM HE
3a0y1p HaXaTh Ha «BBIATHY.

KuGepOyminHr nin BUPTyaabHOE U3/1€BATEILCTBO

KubepOymiuHr — mpecieqoBaHue COOOIIEHUSIMHU, COAEpKAIIUMU OCKOPOJIEHHS, arpeccuio,
3allyTMBAaHUE; XYJIUTAHCTBO; COLMAIbHOE OOMKOTHPOBAHHME C TOMOIIBIO PA3IMYHBIX HHTEPHET-
CEPBHCOB.

OcHoBHBIE COBETHI 110 60pBOE ¢ KNOEPOYITUHTOM:

He Gpocaiicsa B 60#i. JIydmmii cioco0: mocoBeTOBaThCs Kak ce0si BECTH M, €CIIH HET TOTO, K KOMY
MOKHO OOpPaTHTBCS, TO BHaYaJle YCIIOKOUTHCSA. ECiM Thl HauHeNIb 0TBEYaTh OCKOPOJICHUSIMH Ha
OCKOPOJICHUS, TO TOJIBKO e1ie OOJIbINe Pa30XkKeITb KOH(IUKT;

YnpaBinsii cBoei kubeppernyranmei;

AHOHUMHOCTbL B CETH MHHMa. CYIIICCTBYIOT CII0COOBI BbIICHUTBH, KTO CTOUT 3a aHOHHMHBIM
AKKAaYHTOM;

He crouT Bectu XynuraHckuil oOpa3 BHpTyaslbHOM ku3HM. VMIHTepHET (uKcupyeT Bce TBOM
JEHCTBUS U COXpaHSEeT UX. Y TaIUTh UX OyJeT KpailHe 3aTpyIHUTENBHO;

Cobmtonaii cBOM BUPTYaJIbHYIO YECTh CMOJIONY;

Urnopupyit eauHuuHblii HeratuB. OJHOPA30Bble OCKOPOUTENBHBIE COOOIEHUS JIydIle
UrHopupoBaTh. OOBIUHO arpeccusi NpeKpanaeTcs Ha Ha4aabHOU CTaaNH;

ban arpeccopa. B nporpamMmmax oOMeHa MTHOBEHHBIMU COOOIIIEHUSIMH, B COLIMAJIBHBIX CETSIX €CTh
BO3MOXXHOCTH OJTOKMPOBKH OTIPABKH COOOIICHHUI C ONIPEIECTICHHBIX aJ[PECOB;

Eciu THI cBHAETENH KI/I6ep6y.]'IJ'II/IHFa. TBou nelcTBUL: BBICTYIIUTH MPOTUB IIPECICAOBATCIIA,
mokasatrb €My, 4TO €ro JEHUCTBHS OLIEHUBAIOTCS HET ATUBHO, IMOAACPIKATH KCPTBY, KOTOpOﬁ
HY)XXHa TICUXOJOIrn4eCKas 1nmomMoIlb, COO6I_I_II/ITL B3pPOCJIBIM O (baKTC arp€CCUBHOIO IOBCACHUS B
CCTH.

MoOunbHbIi TenedoH

CoBpemeHnHble cMapTHOHBI U IIJIAHIIETHI COIEP)KaT B ce0e BIOJHE B3POCHbIA (PYHKIMOHAN, U
Tenepb OHM MOTYT KOHKYPHpPOBaThb CO CTAallMOHApHBIMHM KoMIlbloTepamu. OpHaKo, CpeacTB
3alUTHI IS TOJOOHBIX YCTPOMCTB MOKa O4eHb Mayio. TecTUpoBaHME U MOMCK YS3BHUMOCTEH B
HUX TNPOMCXOJUT HE Tak MHTEeHCUBHO, kak ans [IK, To ke camoe kacaercs M MOOMIIBHBIX
MIPUIIOKEHUN.

CoBpeMeHHbIE MOOMIIBHBIE Opay3epbl yKe MPAaKTUYECKU TOTHAINM HACTOJIbHbIE aHAJIOTH, OJHAKO
pacupenue (yHKIIMOHAJA BIICYET 3a cOO0H OOJBIIYIO CIOKHOCTh M MEHBIIYIO 3aIUIIIEHHOCTb.

Jlaneko He Bce MNPOM3BOAMUTENM BBINYCKAIOT OOHOBJIEHMS, 3aKphIBAIOIINE KPUTHUYECKHE
YSI3BUMOCTH JIJIs1 CBOUX YCTPOMCTB.



OcHOBHBIE COBETHI 151 0€301aCHOCTH MOOMIIBHOTO TenedoHa:

Huyero He sBisercs Mo-HACTOSIIIEMY OeCIUTATHBIM. byns ocTopoxkeH, Benb Korjma Tebe
npeiaraoT OecIyiaTHbIA KOHTEHT, B HEM MOTYT ObITh CKPBITHI KAKUE-TO TUIATHBIE YCIIYTH;

Hymaii, mpexxae yem ornpaBuTh SMS, $hoTo mam Bumeo. Thl TOUHO 3HAEHIb, T/I€ OHU OYIyT B
KOHEYHOM uTOTe?

Heo0xoaumMo 0OHOBISATH ONEPAIMOHHYIO CUCTEMY TBOETro cMapTdhoHa;
Hcnonb3yit aHTUBUPYCHBIE ITPOrPaMMBI ISl MOOMJIBHBIX TeNE(OHOB,;

He 3arpy>1<a171 IMPUITIOKEHUSA OT HCU3BECTHOI'O HCTOYHHKA, BC€IAb OHH MOI'YyT COACPKATHh
BPCAOHOCHOE IIpOIrpaMMHOE 06CCHC‘ICHI/IC;

[Tocne Toro xak THI BBIHACHIL C CaliTa, I/I€ BBOJWI JIMYHYIO HH(DOPMAIUIO, 3aliJ1 B HACTPOUKH
Opaysepa u ynanu cookies;

Ilepnonnuecku npoBepsiii Kakue IJIaTHbIE YCIIYI'M aKTUBUPOBAHbI HA TBOEM HOMEPE;

JaBaii cBoii HOMEp MOOWIBHOTO TenedOHa TOJNBKO JIOASM, KOTOPBIX THI 3HACHIL M KOMY
JIOBEpsIeIlb;

Bluetooth nomken OBITH BBIKIIOYEH, KOTJa Thl MM He Mosb3yemnibcs. He 3abbiBail nHOrIa
MIPOBEPSITH 3TO.

Online urpsi

COBpCMGHHHe OHJ'IElﬁH-HFpBI — OTO KpPaCOYHELIC, 3aXBAaTbIBAIOIINUEC PA3BJICUYCHUA, O6BCJII/IH$HOHII/IG
COTHHU TBICAY YCJIOBCK I10 BCEMY MHDPY. I/IFpOKI/I HCCICAYIOT I[aHHHﬁ UM MUD, 06H_[8.I-OTC$[ Apyr C
APYroM, BBIIIOJIHAIOT 3aldaHUA, CPpaAKAOTCA ¢ MOHCTpaMH W MOJIYYarOT OIIBIT. 3a YAOBOJIBCTBUEC
OHHU IIJIATAT: MOKYIAOT AUCK, OIIJIaYUBArOT a0OHEMEHT WU an/I06peTa10T KaKue-TO OITIHH.

Bce st CpeACTBa UAYT Ha MOAACPIKAHUC U PA3ZBUTUC HUI'PBI, 4 TAKKC HA CaMy 0e30IMacHOCTb:
COBCPHICHCTBYIOTCA CUCTEMBI aBTOpPU3AlMU, BBIITYCKAOTCA HOBBIC ITATYKU (III/I(l)pOBI)IG 3aIlJIaTKH
JUIA nporpaMM), 3aKPbIBAIOTCA YA3BUMOCTU CCPBEPOB.

B HOI[O6HI>IX HUrpax CTouT OIacaTbCsA HE CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpPaXH TBOCTO
napoJisi, Ha KOTOpOM OCHOBAaHA CUCTEMA aBTOpHU3alluN OOJIBLIIMHCTBA urp.

OCHOBHBIE COBETHI IO 0€30IaCHOCTU TBOETO HUI'pOBOI'0 aKKayHTa:

Ecnu npyroit urpox Bezer celsi IIOXO WM CO3JAeT TeOe HENMpHUSITHOCTH, 3a0JOKUpPYHl ero B
CIHCKE UTPOKOB;

HO)KaJ'IYI\/'ICH AIMUHHUCTpATOpaM HUIPbl Ha IIJIOXOC IMOBCACHUC O3TOI0 MHI'POKA, KEJIATCIbHO
MMPUTOXKUTH KaAKHUEC-TO JOKA3aTCJIbCTBA B BUAC CKPUHOB;

He yka3bIBaiil muunyto nHpopmaluio B mpodaiiiie urpsl;
VYBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeohuIHMaTbHbIE TATYA U MOJIBI;
Hcrnons3yil CII0KHBIE U pPa3HbIE NIAPOJIN;

Jlaxxe BO BpeMsl UIPbl HE CTOMT OTKJIIOYaTh aHTUBHUpYC. Iloka Tl Urpaeiib, TBOH KOMIIBIOTED
MOTYT 3apa3HTh.



DdumuAT WIn Kpaxa JUYHBIX JaHHBIX

OObI4HOM Kpakeil JeHer U JOKYMEHTOB CETrO/IHS yXe HUKOTO He ynuBHUfIllb, HO C pa3BUTHEM
WHTEPHET-TEXHOJIOTUN 3JIOYMBIIIJICHHUKY IEPEMECTHINCh B HHTEPHET, U IMPOAOJIKAIOT
3aHUMATbhCS «JTFOOUMBIM» JIEJIOM.

Tak nosiBUIach HOBast YTpo3a: HHTEPHET-MOIICHHHYECTBA WM (PUIIUHT, TIIaBHAS 1IEJIb KOTOPOTO
COCTOUT B MOJYYCHUN KOH(PHICHIIMATbHBIX JaHHBIX T0JIh30BaTENICH — JIOTHHOB ¥ TapoJeil. Ha
aHTJIMICKOM si3bIke phishing unrtaercs kak ¢umuHr (ot fishing — preiOHas oBms, password —
1apoJib).

OCHOBHBIE COBETHI 110 OOPHOE C PUITMHTOM:

Cnenu 3a cBOMM akkayHTOM. Eciu ThI momo3peBaeciib, 4TO TBOS aHKeTa ObLIa B3JIOMaHa, TO
HEOO0X0MMO 3a0JIOKMPOBATh €€ U COOOIIUTh AJAMUHUCTPATOPAM pecypca 00 3TOM KaK MOXHO
cKopee;

I/ICHOHBBYﬁ 0e30macHbIE B€6-C3171TLI, B TOM YHUCJIC, HHTCPHCT-MAIra3MHOB U ITIOUCKOBBIX CUCTCM;

I/ICHOHBBYﬁ CJIOKHBIC MW PA3HbIC IIapPOJIn. Takum o6pa30M, ecii  TeOs B3JIOMArOT, TO
3JIOYMBINJICHHUKHA ITOJIY4YaT JOCTYII TOJIBKO K OJJTHOMY TBOCMY HpO(bI/IJIIO B C€TH, a HC KO BCCM,

Ecnmu Tebs B3noMamu, TO HEOOXOIMMO MPEAyNpeIuTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE
no6aBiieHbl y T€OS B IPY3bsIX, O TOM, YTO T€OS B3JIOMaJIM U, BO3MOXHO, OT TBOETO UMEHU OyzeT
paccbuIaThCs CllaM U CChUIKU Ha (PUITMHTOBBIE CAlTHI;

VYcranosu HajexHbil mapoib (PIN) Ha MOOMIIBHBIN TenedoH;
OTxkroun coxpaHeHue napoJs B Opaysepe;

He oTkpsiBaii (paiinel v Apyrue BIOKEHHUS B MHCbMaX Ja)ke €CJIM OHU MPUIIUIM OT TBOUX JIPY3€EH.
Jlydiie yTOYHM y HUX, OTHPABIISUIN JIM OHU TeOe 3TH (ailibl.

[Mudposast penyranus

[MudpoBast penyrauust - 3TO HEraTUBHAs WM NO3UTHBHAs HH(pOpManus B ceTH O Tede.
Komnpomerupytomass uHpopManusi pa3MelleHHass B MUHTEPHETE MOXKET CEpbEe3HbIM 00pazoM
OTpa3uThCs Ha TBOeH peanbHOU ku3HU. «ludpoBas pemyranus» - 370 TBOM UMHIK, KOTOPBIN
dopmupyetcst u3 uHpopMaIMK 0 Tebe B MHTEPHETE.

TBoe mecTo KUTCIILCTBA, yqe6L1, TBOC (I)I/IHaHCOBOC TIOJIOKCHHC, 0COOEHHOCTH XapaKkTepa U
paccka3bl O OJIM3KHX — BCE ATO HAKAIJIMBAETCS B CETH.

MHorue noJIpOCTKH JIETKOMBICIIEHHO OTHOCATCS K MYyOJIMKauu JHUYHOM HH(OpMaluu B
WuTepHere, He MOHUMAasi BO3MOKHBIX MOCNEACTBUI. Thl 1axe HE CMOXKEIIb JOTaJaThCs O TOM,
yT0 (hoTOorpadus, pazmerieHHas 5 JeT Ha3a/, cTajla IPUYUHON 0TKa3a MPUHAITH Te0s Ha padoTy.

KommenTapuu, pazMerienre TBoux Gororpaduii U apyrue AeWCTBUS MOTYT HE UCUE3HYTh JIaxKe
MOCJie TOTO, Kak Thl UX YAANUIIb. Thl HE 3HACIIb, KTO COXPAHMI ATy HH(POPMAIUIO, ToMana 1
OHa B IIOUCKOBBIC CHUCTECMbI W COXpaHUJIACh JIM OHA, a TJABHOC: YTO IMOAYMAKOT O T66€
OKpY’Karomiee JIIOAW, KOTOPhIe HAWAYT W yBUIAT 3T0. HaliTh mHpOpMAIHI0 MHOTO JIET CITyCTS
CMOXET 000N — Kak W3 JOOPBIX MOOYXKACHHH, TaK M C HAMEPEHHEM NPUYUHUTH Bpea. DTO
MOJKET OBITh KTO YTOJIHO.



OCHOBHBIE COBETHI IO 3aLTUTE LIUPPOBON permyTaIiu:

[Toxymaii, mpexxae yem uTo-TO MyOJIMKOBaTh M MepeaBaTh y ce0s B OJore MM B COLHATBLHON
CeTH;

B Hactpoiikax mnpoduias ycTaHOBM OrpaHMYEHHUS HA IPOCMOTP TBOErO MNPOQUIs U €ro
COJIEP’KUMOT0, ClIENai €ro TOJIBKO «JUIsl IpYy3ei»;

He pasmemaii u He ykas3piBalli HMH(OpPMAIHMIO, KOTOpash MOXKET KOT0-IIMOO OCKOPOJISATh WM
00MXKaThb.

ABTOpCKOE IIPAaBO

CoBpeMeHHbBIC IIKOJIBHUKA— AaKTHBHBIE I0JIb30BaTeNn HH(poBoro mpocrpancTBa. OgHAKO
JIAJIEeKO HE BCE 3HAIOT, YTO IOJIb30BAaHHE MHOTHMH BO3MOXHOCTSIMH U(GPOBOro Mupa Tpedyer
cOOJIIO/IEHHSI ITPaB HAa UHTEJUIEKTYalbHYI0 COOCTBEHHOCTb.

TepMI/IH «HUHTCJUJICKTYaJIbHast COOCTBEHHOCTE» OTHOCHUTCS K pa3IMdHbIM  TBOPCHUSAM
YCJIOBCYCCKOI'0 yMa, HAa4YrHAsA C HOBBIX I/1306p€T€HI/II7I N 3HAKOB, 0603Haqa}oumx COOCTBEHHOCTD
Ha TIPOAYKTBI MW YCIYTH , W 3aKaH4YMBass KHUTAMU, CI)OTOl"paCI)I/IHMI/I, KI/IHO(l)I/IJ'IBMaMI/I n
MY3bIKaJIbHBIMU ITPOU3BCACHUAMU.

ABTOpCKHE TIpaBa — 3TO MpaBa Ha UHTEIJUIEKTYaJbHYIO0 COOCTBEHHOCTh Ha NPOM3BECHUS HAYKH,
JUTEPATypbl M HUCKYCCTBA. ABTOPCKME IIpaBa BBICTYNAKOT B KAadeCTBE TapaHTUU TOIO, 4YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TPyA aBTOpa HE OyIeT HAmpacHBIM, JacT €My CIIpaBeIJIHBBIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysibTaTaXx CBOEro TPyna, MOJYyYUTh U3BECTHOCTh U MPHU3HAHUE.
Hukro 6e3 pa3perienust aBTopa He MOKET BOCIIPOU3BOAMUTD €0 IPOU3BEIEHUE, PACTIPOCTPAHATD,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABaTh, HUMIOPTUPOBATH, IMYCKaTh B IMpOKaT, MyOIMYHO
UCTIOJIHAT, IOKA3bIBATh/UCIIOIHATh B 3 Upe Ui pazmeniats B IHTepHeTe.

Mcnonb30BaHuE «IHMPATCKOrO» MPOrpaMMHOTO 00eCHeueHUs] MOKET IPHUBECTH K MHOTUM
pHCKaM: OT TMOTEepPH JAaHHBIX K TBOMM aKKayHTaM 10 OJIOKUPOBKHM TBOETO YCTPOMCTBa, TIlie
YCTAQHOBJICHHBII He JierajgbHas mnporpamma. He crouT Takke 3a0bIBaTh, YTO CYIIECTBYET
JerajabHble U OECIUIaTHBIE IPOTrPaMMbl, KOTOPbIE MOKHO HAalTH B CETH.

O nopraine

CeteBnuOK.p(h) — TBOMU TIJIaBHBIM COBETYMK B CETU. 37€Ch Thl MOXKEIIb y3HATh O O€30IaCHOCTU B
CETH MOHATHBIM M JOCTYIHBIM $3BIKOM, a IPH BO3HUKHOBEHMM KPUTHUYECKOW CHUTYyaluu
00paTUTHCS 32 COBETOM. A TaKKe NMPUHATH ydacTue B KOHKYpcax M CTaTh CaMbIM HU(PPOBBIM
rpakTaHUHOM!



